HIGHLAND COMMUNITY COLLEGE
District #519

AGENDA
Board of Trustees Meeting
July 23, 2019
Robert J. Rimington Board Room (H-228)
Highland Community College Student/Conference Center
Freeport, [linois

3:00 p.m. Budget Work Session

4:00 p.m. Regular Meeting

L. Call to Order/Roll Call
I Approval of Agenda

111 Approval of Minutes: June 5, 2019 Board Retreat
June 5, 2019 Audit & Finance Committee Meeting
June 25, 2019 Regular Meeting

IV.  Public Comments
Vs Introductions
VI.  Presentation of the Joe and Jennifer Kanosky HCC Student Trustee Scholarship
VII.  Foundation Report
VIII. Consent Items
A. Academic

1. Curriculum & Instruction Committee Report (Page 1)
B. Administration (None)
C. Personnel
1. Part-time Instructors, Overload, and Other Assignments (Page 6)

D. Financial (None)
IX. Main Motions

A. Academic (None)

B. Administration

I Second Reading — Revised Policy Manual Appendix: Information
Technology Services Acceptable Use Guidelines (Page 9)

2. First Reading — New, Revised, and Unchanged Policies: Policy Manual
Chapter II — Instruction (Page 20)

O, Personnel

1. Appointment: Fine Arts Technical Coordinator (Page 46)



D. Financial
1. Tentative Budget for Fiscal Year 2020 (Page 47)
Intergovernmental Cooperation Agreement with Stephenson County for
Police Services (Page 70)
3. Resolution Setting Forth and Describing in Detail Claims Heretofore
Authorized and Allowed for Proper Community College Purposes which are
Presently Outstanding and Unpaid, Declaring the Intention to Avail of the
Provisions of Article 3A of the Public Community College Act of the State
of Illinois, as Amended, and to Issue $2,150,000 bonds for the Purpose of
Paying Claims Against the District, and Directing that Notice of Such
Intention be Published as Provided by Law (Page 81)
4, Resolution Calling a Public Hearing Concerning the Intent of the Board to
Sell $2,150,000 Funding Bonds for the Purpose of Paying Claims Against the
District (Page 88)
5 Interfund Transfer from the Operating Fund to the Restricted Purposes Fund
(Page 93)
0. Second Reading — Variable Tuition: Course NURS191 — Fundamentals of
Nursing (Page 94)
% Agreement with Brightspark Travel for the Provision of Student Tour
Services for the Upward Bound College Visit Trip (Page 95)
8. Agreement with Explore College for the Provision of Student Tour Services
for the TRIO Student Support Services College Visit Trip (Page 96)
9. Linking Talent with Opportunity Dual Credit Memorandum of
Understanding Between Highland Community College and Belvidere School
District #100 for the 2019 — 2020 (FY20) Academic Year (Page 97)
10. Payment of Bills and Agency Fund Report (Page 104)
Reports
A. Treasurer’s Report: Comparison of Budget with End-of-Year Projections
(Page 106)
B. Student Trustee
E. Audit and Finance Committee
D. ICCTA Representative
E. Board Chair
F. Administration
G. Strategic Plan
CLOSED SESSION
A. Appointment, Employment, Compensation, Discipline, Performance, or Dismissal of
Specific Employees of the Public Body or Legal Counsel for the Public Body,
Including Hearing Testimony on a Complaint Lodged Against an Employee of the
Public Body or Against Legal Counsel for the Public Body to Determine its Validity
B. Collective Negotiating Matters Between the Public Body and its Employees or Their

Representatives, or Deliberations Concerning Salary Schedules for One or More
Classes of Employees



XIL

XIIL
XIV.

XVL

ACTION, IF NECESSARY

A. Appointment, Employment, Compensation, Discipline, Performance, or Dismissal of
Specific Employees of the Public Body or Legal Counsel for the Public Body,
Including Hearing Testimony on a Complaint Lodged Against an Employee of the
Public Body or Against Legal Counsel for the Public Body to Determine its Validity

I, Temporary Compensation Increase for HRIS Administrator/HR Generalist
(Handout)

2. Appointment: Integrated Reading and Writing/Co-Requisite Writing
(TRW/ALP) Instructor (Handout)

g Appointment: Nursing Instructor (Handout)

4, Appointment: Nursing Instructor (Handout)

5. Appointment; Speech Communication Instructor (Handout)

B. Collective Negotiating Matters Between the Public Body and its Employees or Their

Representatives, or Deliberations Concerning Salary Schedules for One or More
Classes of Employees

Old Business.
New Business
Dates of Importance

A, Next Regular Board Meeting — August 27, 2019, at 4:00 p.m. in the
Robert J. Rimington Board Room (H-228) in the Student/Conference Center

B. Next Quarterly Board Retreat — September 12, 2019, at 8:30 am. in the Student/
Conference Center room H-206

Adjournment



AGENDA ITEM #VIII-A-1
JULY 23,2019
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HIGHLAND COMMUNITY COLLEGE BOARD

CURRICULUM & INSTRUCTION COMMITTEE REPORT

RECOMMENDATION OF THE PRESIDENT: That the attached report of the course and

curriculum changes for the July 1, 2018 through June 30, 2019 period be approved.

BACKGROUND: The annual report of the Curriculum and Instruction Committee is presented
each July for Board of Trustees approval of the course and curriculum changes. In this FY19

report there were:

FY19
32 course additions
7 curriculum additions
49 course changes
12 curriculum changes
4 course withdrawals
7 curriculum withdrawals

FY17
7 course additions
17 course changes
4 curriculum changes

BOARD ACTION:

FY18
15 course additions
1 curriculum addition
40 course changes
6 curriculum changes
10 course withdrawals
3 curriculum withdrawals

FY16
25 course additions
4 curriculum additions
25 course changes
6 curriculum changes
10 course withdrawals
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Curriculum & Instruction Committee
FY19

COURSE CHANGES

ECON111 Principles of Economics | and ECON112, Principles of Economics Il — remove prerequisites
Approved by C&I19/18/18 _

AGRI160 Introduction to Food Science — changed/updated course description, course outcomes and
course outline Approved by C&I 9/18/18

PHYS145 General Physics lll — updated course description and topical outline Approved by C&19/18/18
PHYS140 Survey of Physics — updated prerequisite language to include MATHO70 Approved by C&I
9/18/18

PHYS144 General Physics Il = changed from 5 credits, 4 lecture 2 lab to 4 credits 3 lecture 2 lab
Approved by ICCB 10/4/18

BIOL208 Biology | — updated prerequisite language to include MATHO70 Approved by C&| 9/18/18
CHEM120 Elem Gen Chemistry — updated prerequisite language to include MATHO70 Approved by C&I
9/18/18

NSCI133 Intro to Astronomy w/Lab — updated prerequisite language to include MATHO70 Approved by
C&19/18/18

NSCI134 Intro to Astronomy — updated prerequisite language to include MATHO70 Approved by C&l
9/18/18

NSCI232 Fundamentals of Meteorology — updated prerequisite language to include MATHO070
Approved by C&19/18/18

AGRI284 Introductory Soils — changed title to Soil Science Approved by ICCB 11/18

AGRI286 Field Crop Science — changed title to Crop Science and updated description Approved by ICCB
11/18

AGOC145 Dairy Production — changed from 5 credits, 4 lecture, 2 lab to 4 credits, 3 lecture, 2 lab
Approved by ICCB 12/18

AGOC129 Livestock Production — changed from 4 credits, 4 lecture to 4 credits, 3 lecture 2 lab
Approved by ICCB 12/18

AGOC226 Feed and Livestock Industry — changed title to Animal Nutrition Approved by ICCB 12/18
MATH270 Linear Algebra — updated course description Approved by C&I 12/18

AGOC140 Principles of Ag Mechanics — changed title to Agriculture Equipment Maintenance, removed
variability and repeatability, updated course description Approved by ICCB 12/18

AGOC124 Econ of Agricultural Production — changed title to Intro to Agribusiness, updated course
description Approved by ICCB 12/18

AGOC227 Field Crop Science —changed title to Corn & Soybean Production, changed credit hours from 4
credit, 3 lecture, 2 lab to 2 credits, 2 lecture, updated course description, changed to non-variable.
Approved by ICCB 1/19

AGOC242 Applied Beef Science — changed title to Beef Management, credit hours from 4 credits, 4
lecture to 3 credits, 2 lecture, 2 lab, updated course description Approved by ICCB 1/19

AGOC245 Dairy Management — change credit hours from 3 credit, 3 lecture to 3 credits, 2 lecture, 2 lab
and updated course description Approved by ICCB 1/19

AGOC243 Swine Management —changed credit hours from 3 credits, 3 lecture to 3 credits 2 lecture, 2
lab and updated course description Approved by ICCB 1/19
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AGOC221 Agricultural Policies, Programs, and Legal Problems — changed title to Agricultural Policies &
Programs, updated course description. Approved by ICCB 1/19

COSM121 Cosmetology | - changed to 6 credits, 3 lecture, 6 lab (was 3 credits, 1 lecture, 10 lab).
Also updated the course description. Approved by ICCB 2/19

COSM122 Cosmetology Il - changed to 6 credits, 3 lecture, 6 lab (was 3 credits, 1 lecture, 10
lab). Also updated the course description. Approved by ICCB 2/19

COSM123 Cosmetology Ill - changed to 6 credits, 3 lecture, 6 lab (was 3 credits, 1 lecture, 10
lab). Also updated the course description. Approved by ICCB 2/19

COSM124 - Cosmetology IV - changed to 6 credits, 1 lecture, 10 lab (was 3 credits, 1 lecture, 10
lab). Also updated the course description. Approved by ICCB 2/19

COSM131 Cosmetology V - changed to 6 credits 1 lecture 10 lab (was 3 credits 1 lecture, 10
lab). Also updated the course description. Approved by ICCB 2/19

COSM132 Cosmetology VI - changed to 6 credits 1 lecture, 10 lab (was 3 credits 1 lecture, 10
lab). Also updated the course description. Approved by ICCB 2/19

COSM190 Nail Technology | — changed to 4 credits, 4 lecture (was 3 credits, 1 lecture, 10 lab), updated
course description. Approved by ICCB 2/19

COSM192 Nail Technology Il — change to 4 credits, 2 lecture, 4 lab (was 2 credits, 1 lecture, 5 lab).
Updated course description. Approved by ICCB 2/19

COSM194 Nail Technology Il — changed to 4 credits 2 lecture, 4 lab (was 2 credits, 1 lecture, 5 lah).
Updated course description. Approved by ICCB 2/19

AGRI182 Introductory Agriculture Mechanization — changed title to Introductory Agricultural Mechanics,
changed to 4 credits, 3 lecture, 2 lab (was 3 credits, 2 lecture, 2 lab). Approved by ICCB 2/19

AGRI184 Intro to Ag Economics — updated course description, changed to 4 credits, 4 lecture (was 3
credits, 3 lecture). Approved by ICCB 2/19 '

AUTM138 Automotive Servicing — updated course description and prerequisites. Approved by C&I 2/19
MTEC286 Adv. CNC Machining — added prerequisite of DRAF260. Approved by C&I 2/19

PSY161 Intro to Psychology — updated course description and outcomes Approved by C&I 2/19
MATH169 Applied Practical Math — added prerequisite MATHO70 Approved by C&I2/19/19

NURS291 Family Nursing — changed repeatability to one and updated prerequisites Approved by ICCB
2/19

AGOC109 Pesticide License Training — changed to non-repeatable and updated course description.
Approved by ICCB 2/19

MATH177 Statistics — changed to a 4 credit class (was 3 credits), updated course description. Approved
by ICCB 2/19

NURS091 Basic Nursing Assistant — changed course number to 109. Approved by ICCB 2/19

NURS291 Family Nursing — changed to repeatable and updated prerequisites. Approved by ICCB 3/19
NURS191 Fundamentals of Nursing — changed to repeatable. Approved by ICCB 3/19

NURS192 Health and lliness | — changed to repeatable. Approved by ICCB 3/19

NURS103 Pharmacology — changed from 2 credits, 2 lecture to 2 credits, 1 lecture, 2 lab Approved by
ICCB 4/19

PHYS222 Mechanics Il — changed prerequisite to PHYS221 (Statics) Approved by C&I5/19

NURS188 Pathophysiology — changed from 3 credits, 3 lecture to 2 credits, 2 lecture. Course description
updated Approved by ICCB 5/19



COURSE ADDITIONS

MATHO70, Math Literacy — 5 credits, 5 lecture Approved by ICCB 9/18

LTREO97, Reading, Writing, Reasoning — 4 credits, 4 lecture Approved by ICCB 10/18
AGOC130, Vegetable Crop Production — 3 credits, 2 lecture, 2 lab Approved by ICCB 12/18
AGOC132, Landscape Design — 3 credits, 2 lecture, 2 lab Approved by ICCB 12/18

AGRI290 Study Abroad: Food & Environment — 3 credits, 3 lecture Approved by ICCB 12/18
AGOC110 Commercial Drivers’ License Permit Training — 2 credits, 2 lecture Approved by ICCB 1/19
AGOC114 Principles of Plant Science — 3 credits, 2 lecture, 2 lab Approved by ICCB 1/19
AGOC116 Principles of Animal Science — 3 credits, 2 lecture, 2 lab Approved by ICCB 1/19
AGOC118 Basic Horticulture Science — 3 credits, 2 lecture, 2 lab Approved by ICCB 1/19
AGOC230 Animal Health — 3 credits, 2 lecture, 2 lab Approved by ICCB 1/19

AGOC232 Animal Reproduction — 3 credits, 2 lecture, 2 lab Approved by ICCB 1/19

AGOC289 Applications of Precision Technology — 3 credits, 2 lecture, 2 lab Approved by ICCB 1/19
AGOC299 Agriculture Capstone Experience — 1 credit, 1 lecture Approved by ICCB 1/19
AGOC152 Soils Evaluation — 2 credits, 1 lecture, 2 lab Approved by ICCB 1/19

ECE214 Family Child Care Environment — 3 credits, 3 lecture Approved by ICCB 3/19

NURS110 Principles of Electrocardiography — 2 credits, 1 lecture, 2 lab Approved by ICCB 4/19
ECE216 Family Child Care Practicum — 3 credits, 1 lecture, 4 lab Approved by ICCB 4/19
NURS117 Medical Terminology — 3 credits, 3 lecture Approved by ICCB 4/19

ENGLO99 Accelerated Basic Composition — 3 credits, 3 lecture Approved by ICCB 5/19

INS124 Property/Liability Ins Princ — 1 credit, 1 lecture Approved by ICCB 5/19

MUS110 Applied Music — Voice — 1 credit, .5 lecture, 1 lab Approved by ICCB 6/19

MUS111 Applied Music — Piano — 1 credit, .5 lecture, 1 lab Approved by ICCB 6/19

MUS112 Applied Music — Guitar/Harp — 1 credit, .5 lecture, 1 lab Approved by ICCB 6/19
MUS113 Applied Music — Strings — 1 credit, .5 lecture, 1 lab Approved by ICCB 6/19

MUS114 Applied Music — Winds — 1 credit, .5 lecture, 1 lab Approved by ICCB 6/19

MUS115 Applied Music — Percussion — 1 credit, .5 lecture, 1 lab Approved by ICCB 6/19
MUS210 Applied Music Major-Voice — 2 credits, 1 lecture, 2 lab Approved by ICCB 6/19
MUS211 Applied Music Major-Piano — 2 credits, 1 lecture, 2 lab Approved by ICCB 6/19
MUS212 Applied Music Major-Guitar/Harp — 2 credits 1 lecture, 2 lab Approved by ICCB 6/19
MUS213 Applied Music Major-Strings — 2 credits, 1 lecture, 2 lab Approved by ICCB 6/19
MUS214 Applied Music Major-Wind Instruments — 2 credits, 1 lecture, 2 lab Approved by ICCB 6/19
MUS215 Applied Music Major-Percussion — 2 credits, 1 lecture, 2 lab Approved by ICCB 6/19

COURSE WITHDRAWALS
NURS100, 101, 102 Medical Terminology I, Il, Il Approved by ICCB 5/19
NURS124 Patho-Pharmacology Approved by ICCB 5/19

CURRICULUM CHANGES

Industrial Maintenance Certificate — change from 35 credits to 34 credits Approved by ICCB 1/19
Industrial Electronic & Controls Certificate- change from 42 credits to 40 credits Approved by ICCB 1/19
Mechatronics Degree — changed course offerings, total hours remain the same and updated title to
Industrial Mechatronics Approved by C&I 12/18

Page 4
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Automotive Mechanics AAS — changed from 67 credits to 70 credits Approved by ICCB 1/19
Automotive Service Level | — changed course offerings, total hours remain the same Approved by C&I
12/18

Industrial Manufacturing Technology Degree — changed course offerings, total hours remain the same.
Approved by C&I 10/18

Restaurant Management certificate- changed from 21 credits to 22 credits. Approved by ICCB 3/19
Agricultural Production certificate — changed from 30 credits to 35 credits. Approved by ICCB 3/19
Agriculture Management AAS — updated line up of courses and emphasis areas. Approved by C&I 2/19
Nail Technician Certificate — updated line up of courses Approved by C&I 4/19

Emergency Medical Technician — changed from 63 credits to 66 credits Approved by ICCB 5/19
Added diversity course options to all AAS degrees Approved by C&I 5/19

CURRICULUM ADDITIONS

Early Childhood Development AAS (online) — 62 credit hours Approved by ICCB 7/25/18
Restaurant Management Certificate — 21 credit hours Approved by ICCB 1/19
Hospitality Start-Up Certificate — 25 credit hours Approved by ICCB 1/19

Hotel Management Certificate — 21 credit hours Approved by ICCB 1/19

Agriculture Emphasis — AA degree Approved by C&I 2/19

GECC Credential Approved by ICCB 5/19

Patient Care Technician Certiﬁcate — 16 credit hours Approved by ICCB 3/19

CURRICULUM WITHDRAWALS

Paramedic Certificate Approved by ICCB 1/19

AAT — Special Education Approved by ICCB 1/19

AAT — Early Childhood Education Approved by ICCB 1/19

AAT — Secondary Mathematics Approved by ICCB 1/19

Business Administration AAS — inactivate — Approved by ICCB 7/18

Practical Nursing Certificate — inactivate - Approved by ICCB 7/18
Paraprofessional Educator AAS/Certificate — withdrawn Approved by ICCB 11/18
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AGENDA ITEM #VII1I-C-1
JULY 23, 2019
HIGHLAND COMMUNITY COLLEGE BOARD

PART-TIME INSTRUCTORS, OVERLOAD, AND OTHER ASSIGNMENTS

RECOMMENDATION OF THE PRESIDENT: That the attached part-time instructors,
overload, and other assignments list be approved for the Spring/Summer of 2019.

BACKGROUND: The individuals listed have been certified by the hiring supervisor as having
the required training and experience to perform duties or teach courses offered by Highland
Community College. Each course is contingent upon appropriate enrollment.

BOARD ACTION:
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Summer 2019 COURSE CLOCK |CREDIT TOTAL
FIRST [LAST  |CRN |SUBJECT TITLE ] HRS  'HRS |RATE SALARY
Math Achievement Center . B 7
Ellen  |McGinnis ~ MAClab 2| $488.69 |  $977.38
Ellen  |McGinnis MAC Lab 2 448869  $977.38
Ellen  |McGinnis MAC Lab 2.5 48869  $1,221.73
-I\iﬁr-sing/AIIied Health - ] R
Kelley [Hartman |1233|NURS296HXB  Portion of Physical Assessment 24 $38.00 | - $912.00
Amandallessman | 1221|NURSI09HBX |BNA Lab 40 | $30.00| $1,200.00
Shelly |Morgan  1125|NURS109XBH 'BNA Lab ' 2.85 $1,269.03 ' $3,616.74
Shelly Morgan 1347 NURS109IS  Nursing Asst Independent Study 4 $30.00  $120.00
Sarah Shanks 1222/ NURS109HXB |BNA Lab 40 $38.00 | $1,520.00
Kay  Sperry | 1181 NURS296HB |Physical Assessment 1] $1,269.03 | $1,269.03
Kay  |Sperry | 1183 NURS296HBX |Physical Assessment 2.28] $1,269.03 | $2,893.39
Kay  |Sperry  |1233|NURS296HXB |Portion of Physical Assessment B 1.14| $1,269.03  $1,446.69
Steve |Simpson | 1178 GEOL205HBX [Field Geology/Paleon Lab 127  $634.52  $805.84
Steve | Simpson |1177|GEOL205HB |Field Geology/Paleon 067 $634.52 |  $425.13
Business/fééhnology ! B ‘ 7 - o
_Thomas}Harrisor;_ i ‘Curriculum Development . r 1 $488.69 5488.69
Roger Hicks  Curriculum Development 1| 548869 |  $488.69
Denise Johnson Dual Credit Observation Visits (spring 2019) L | ‘ $450.00
Jeremy |Monigold | 1069|BUSN141HB |Business Communications 3 $1,269.03  $3,426.38*
Jeremy [Monigold | 1066|INFT140Y1 | Beg Excel 1 $1,269.03  $1,142.13*
Jeremy |Monigold | 1067|INFT180HB |Intro to Info Systems 3 $1,269.03 | $2,664.96*
Jeremy |Monigold | 1068|INFT180Y1 Intro to Info Systems 3 | $1,269.03 | $3,807.09
Jeremy |Monigold | |Dual Credit Observation Visits (spring 2019) B $300.00
(Aaron Sargent 7449 WFDO48E Print-l_%gg/lnspection (BI) $1,051.72
*pro ratedbasedon| enroll-r-ﬁent ) - B
Phys}cal Education ‘ 4 |
Luke Norman | 1156/PHYD121A Physical Fitness | - 1.8| 5531.33 - $956.39
lLuke  Norman 1159 PHYD221A  Physical Fitness Il 2 $531.33 $1,062.66
Lifelong Learning 1 _ |
Doug |Meyers | 1191|PERSO11ACC | Minecraft Designers 15 $25.00 $375.00
Doug |Meyers | 1193|PERSO11CCC |Python Programmers 15 $25.00 | $375.00 |
i’roject Sic;e_ed- B ) e
Don  [Tresemer Tutor for Project Succeed TBD $19.51 TBD
Adam Moderov@ B Success Center TBD |  $2550 TBD
R L | .
Hummanities/Social Sciences/Fine Arts I R N B
Jody Brubaker | 'MUS172 Applied Music Minor $200.00
Dagney_'Brj@dt :_ '[\_/§U5172 “|Applied Music Minor $200.00
|
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June1,2019 COURSE CLOCK |CREDIT.  |totAaL |
FIRST [LAST  |CRN 'SUBIECT  TITLE - HRS  |HRS RATE  |SALARY |
Other Assignments a B | B

John Hartman Piano tuning L 19 65.00 |
Kim Ramirez Medical coding course for 6 students o | $ 1,200.00 |
Rhonda Arends ' Business Institute instructor $ 2,041.18
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AGENDA ITEM #IX-B-1
JULY 23,2019
HIGHLAND COMMUNITY COLLEGE BOARD

SECOND READING — REVISED POLICY MANUAL APPENDIX
INFORMATION TECHNOLOGY SERVICES ACCEPTABLE USE GUIDELINES

RECOMMENDATION OF THE PRESIDENT: That the Board of Trustees approves for
second reading the attached revised appendix to the Policy Manual, Information Technology
Services Acceptable Use Guidelines.

BACKGROUND: As part of the regular review of policies and appendixes, the Policy
Committee has reviewed the attached appendix and had made the proposed revisions, as
indicated with underlining. The revisions are primarily updates in terminology and social media
applications.

No additions or revisions have been made since Trustees approved the first reading at their
March 19, 2019, regular meeting.

BOARD ACTION:
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Highland Community College
Information Technology Services
Acceptable Use Guidelines
Updated 2012&

Highland Community College provides technology resources to meet the College's purpose,
to support our educational and community values, ard-io-support-our-programs and
initiatives. Highland Community College's Informatlon Technology Ser\nces organization's
goal is to provide high quality services to the campus community. To ensure that our high
standards are met, we have certain expectations regarding the use of technology resources
at the College. '

Access to Highland Community College technology resources--computing facilities, network
services, servers, equipment, software, applications, information resources, printing and
scanning services, and user and technical support provided by Information Technology
Services staff--is a privilege, not a right. This privilege is extended to all users-- faculty,
staff, students, trustees, alumni/ae, affiliated individuals and organizations, partner non-
profits, quests, and Pre-K-12 schools. Accepting access to this technology carries an
associated expectation of responsible and acceptable use.

This "Acceptable Use Guidelines" document describes activities that Highland Community
College considers acceptable use, as well as violations of use, of technology resources.
The examples listed are not exhaustive and may change from time to time as technology
and applications change. The examples are provided solely for guidance to users. If you are
unsure whether any use or action is permitted, please contact the Director, Information
Technology Services for assistance at 815-599-3480680.

While there are cases in which the use of technology resources is deemed not responsible
or not acceptable, there are also more serious cases in which technology resources are
used in the conduct of behaviors which violate College policies, code of conduct, or local,
state, or federal law. Though the use of technology resources is the focus of this document,
members of the Highland Community College community and others using Highland
Community College’s technology resources are advised that use may also be governed by
other College policies including but not limited to those in the student handbook, College
catalog, and other policies governing academic, student life, or personnel matters at the
College or agreements between the College and affiliated organizations. Highland
Community College's technology and information resources are not to be used for
commercial purposes or non-College related activities without written authorization from the
officer(s) of the College that have been so designated (contact the Director, Information
Technology Services for further information).

Highland Community College reserves the right to enforce applicable penalties in
accordance with College policies, code of conduct, or local, state, or federal law and/or
immediately terminate access to College systems and network services to any user in
cases where technology resources have been used in a manner that is disruptive or is
otherwise believed to be in violation of "acceptable use" or other College policies or law.

Highland Community College

Policy Manual, ITS Acceptable Use Guidelines APPENDIX
Prior Versions; 10/2010, 4/2012, 4/2014
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The College will act in accordance with the provisions of the Digital Millennium Copyright
Act in the event of notification of alleged copyright infringement by any user.

The College retains conftrol, custody and supervision of all College provided computer
technology. To ensure proper network performance and security, as well as appropriate
use, authorized Information Technology Services staff may monitor and record user activity.
No user shall have expectations of privacy in their use of computer technology, including e-
mail messages and stored files.

Although Highland Community College takes measures to safeguard integrity and
confidentiality, it in no way guarantees the safety or security of information resources.
Highland Community College disclaims liability for the unauthorized interception, use,
misuse, damage or destruction of information resources. No student, faculty member, staff -
member, or authorized user shall seek to hold Highland Community College liable for
damage resulting from unauthorized interception, use, misuse, damage or destruction of
information resources. Each authorized user shall hold Highland Community College
harmless and indemnify it for any expense or loss caused by his/her own unauthorized
interception, use, misuse, damage, or destruction of information resources, or by his/her
violation of this Acceptable Use Guideline document.

Thousands of current and future students, faculty, staff, alumni, and donors are utilizing
social media sites such as Facebook, Twitter, LinkedIn, YouTube, MySpaselnsiagram,
Snapchat, Pinterest, and a whole host of messaging apps, blogging sites and comment
interfaces to stay personally and professionally connected. HCC believes that having a
presence in these areas will allow the College to broadcast information and interact with the

public in ways that will further Highland’s mission, vision, and core values.

Social media sites are powerful communication tools that have a significant impact on
organizational and professional reputations. Because they blur the lines between personal
voice and institutional voice, Highland Community College has developed guidelines, '
located within this document, to help clarify how best to enhance and protect personal,
professional, and institutional reputations when participating in social media.

Both in professional and institutional roles, employees need to follow the same behavioral
standards while participating in social media as they would in real life situations. The same
College policies, Family Educational Rights and Privacy Act (FERPA), Health Insurance
Fartability and Accountability Act (HIPAA), code of conduct, professional expectations, and

'guidelines for interacting with students, parents, alumni, donors, media, and other

are personally accountable for anything they post to any social media sites and/or apps.
User and Staff Responsibilities:

As a user or staff member of Highland Community College’s technology resources, you
have a shared responsibility with the College’s Information Technology Services staff to
maintain the integrity of our systems, services, and information so that high quality services
can be provided to everyone. Your responsibilities include:

Highland Community College

Policy Manual, ITS Acceptable Use Guidelines APPENDIX
Prior Versions; 10/2010, 4/2012, 4/2014 ‘
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1. To use the College's technology resources responsibly and appropriately, respecting
the rights of other users to system, services, and information access 24 hours per
day, 7 days per week.

2. To respect all contractual and license agreements, privacy of information, and the
intellectual property of others.

3. To comply with College, federal, state, and local regulations regarding access and
use of information resources (e.g., College policies regarding the sensitive
information and dissemination of information outside the campus, Federal Copyright
Act, The Family Education Rights and Privacy Act, Gramm-Leach-Bliley Act, Red
Flag, HIPAA, codes of professional responsibility, etc.).

4. To exercise due diligence in protecting any personally owned somputerlechnoloqy

viruses, worms, and security vulnerabilities by regularly using anti-virus software.

5. To keep yourteohnology accounts (computer, network, applcational
secure,: H-you-suspestunauthorized-acecess-report suspected unauihc
o f-te your supervisor or the Information Technology Services department

6. To not share your privileges with others. Your access to technology resources is not
transferable to another member of the Highland Community College community, to
family members, or to an outside individual or organization.

7. To comply with posted policies governing use of public computing facilities.

8. To present a Highland Community College digital presence web-page that reflects
the highest standards of quality and responsibility. As the-web-page- owner of digital
content, you are responsible to ensure that-beih the jmages, words, sontent-oiyour
web-page-and-all links, and references from your digital presence-web-page are
con5|stent with this and other College policies, copyright laws, and applicable local,
state, federal laws (including, butl not ii nited to, Americans with Disabilities Act and
Web Content Accessibility Guidelines 2.0). Published digital contentweb-pages-are is
not to be used for commercial purposes or for activities not related to the purposes
of the College, without written authorization from the College.

9. To understand the implications of sharing personal information or data via the
Internet, e-mail, Instant Messaging or other services that either are open to access
by others on and off-campus, or that can be forwarded to others.

10. To keep all institutional data in safe-keeping. Information containing any personal
data of students, staff or others should not leave the institution unsecured.

11. To ensure all information is stored to the network (H: and G:) and not to local
computer hard drives (C:).

Examples of Violations of "Acceptable Use"
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Unauthorized Access Unauthorized Accounis

1. Attempting to obtain unauthorized access or circumventing user authentication or
security of any host, network or account ("cracking"). This includes accessing data
not intended for the user, logging into a server or account the user is not expressly
authorized to access, or probing the security of systems or networks.

2. Supplying or attempting to supply false or misleading information or identification in
order to access Highland Community College's technology resources.

3. Sharing your passwords or authorization codes with others (computing, e-mail,
applications, etc.)

4. Using technology resources for unauthorized or illegal uses.

5. Logging onto another user's account; sending e-mail, etc. from another user’s
account or device or from an anonymous account.

6. Unauthorized use of the College's registered Internet domain name(s).

7. Changing your Highland Community College-issued machine name to a name that is
different from that assigned by Information Technology Services.

Unauthorized Access to or Use of Services and Equipment

8. Attempting to interfere with service to any user, host, or network. This includes
"denial of service" attacks, "flooding" of networks, deliberate attempts to overload a
service, port scans and attempts to "crash" a host.

9. Use of any kind of program/script/command designed to interfere with a user's .
computer or network session.

10. Intentionally damaging or tampering with a computer or part of a computer system.
11. Knowingly spreading computer viruses.

12. Modifying the software or hardware configuration of College technology resources,
including dismantling computers in the lab for the purposes of connecting a notebook
computer to the peripherals.

13. Excessive use of technology resources for "frivolous" purposes, such as game
playing, streaming non-educational audio/video, or downloading files. This causes
congestion of the network or may otherwise interfere with the work of others,
especially those wanting to use public access PCs or network and Internet
resources. :
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14. "Hacking" on computing and networking systems of the College or using the
College's network to “hack” other networks.

15. Setting up wireless access points (WAPs).

16. Employees are not to use technology services excessively for personal use while
performing their regular assigned duties.

17. Unless resources are used to meet the College’s purpose, to support our
educational and community values, and/or to support our programs and initiatives,
users are prohibited from accessing, submitting, publishing, displaying, or posting
any defamatory, inaccurate, abusive, obscene, profane, sexually oriented or explicit,
threatening, racially offensive, harassing, or illegal material.

Unauthorized Use of Software, Data & Information

18. Inspecting, modifying, distributing, or copying software or data without proper
authorization, or attempting to do so.

19. Violating software licensing provisions.

20. Installing software on College machines without appropriate authorization (from
Information Technology Services).

21. Installing any diagnostic, analyzer, "sniffer," keystroke/data capture software or
devices on College technology resources.

22.Breaching confidentiality agreements for software and applications; breaching
confidentiality provisions for institutional or individual information.

Unauthorized Use of Email/lnternet Messaging

23. Harassment or annoyance of others, whether through language, frequency or size of
messages.

24. Sending unsolicited bulk mail messages ("junk mail" or "spam") which, in the
College's judgment, is disruptive to system resources or generates a significant
- number of user complaints. This includes bulk mailing of commercial advertising,
political tracts, or other inappropriate use of system e-mail distribution lists. Bulk mail
should not be the venue for any all-campus conversations. '

25. Forwarding or otherwis.e propagating chain e-mail and pyramid schemes, whether or
not the recipients wish to receive such mailings. This includes chain e-mail for
charitable or socially responsible causes.

26. Malicious e-mail, such as "mailbombing" or flooding a user or site with very large or
numerous items of e-mail.
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27. Forging of e-mail header envelope information.

28. Forging e-mail from another's account.

Unauthorized Use of ¥
Servers

29. Posting digitai content er-yeusrweb-page that provides information on and

encourages illegal activity, or is harassing and defaming to others.

30. Linking your web-sage-digital presence to sites whose content violates College
policies, local, state, and/or federal laws and regulations.

31. Running z digital presencewek-sites that support commercial activities or running
server systems under the College's registered domain name, HIGHLAND.EDU or
variation thereof, without the College's authorization.

Social Media Guidelines and Acceptable Uses
General Posting Recommendations

1. Be honest about your identity. If you desire to post about Highland in an unofficial
capacity, please identify yourself as a Highland faculty or staff member. Never
conceal your identity for the purpose of promoting Highland through social media. An
excellent resource about transparency in social media sites is the Blog Council’'s
“Disclosure Best Practices Toolkit” at http://blogcouncil.org/disclosure/

2. Be accurate in your posts. Make sure that you have all the facts before you post. It's
better to verify information with a source first than to have to post a correction or
retraction later. Cite and link to your sources whenever possible. If you make an
error, correct it quickly and visibly. This will earn you respect in the online
community.

3. Be respectful to others. You are more likely to accomplish what you want if you are
positive and respectful while discussing a bad experience or disagreeing with an
idea or person.

4. Be a valued member of the sites in which you are participating. If you join a social
network like a Facebook group or comment on a blog, make sure you are '
contributing valuable input. Refrain from posting information about topics like
Highland events unless you are sure it will be of interest to readers. Self-promoting
behavior is viewed negatively and can lead to you being banned from certain sites or
groups.

5. Take care to think before you post. There’s no such thing as a “private” social media
site. Search engines can turn up posts long after the publication date. Comments
can be forwarded or copied. Archival systems save information even if you delete a
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post. If you feel annoyed or passionate about a subject, it's advisable to hold off
posting until you are calm and clear-headed.

6. Maintain confidentiality at all times. Do not disclose confidential or proprietary
information about Highland, its students, its alumni or your fellow employees. Use
good ethical judgment and follow College policies and federal requirements, such as
FERPA and HIFPAA. As a guideline, don't post anything that you would not present
at a conference.

7. Respect College time and property. As stated in Section 5.23 of the College Policy
Manual, computers and your work time are to be used for College-related business.
It is appropriate to post at work if your comments are directly related to
accomplishing college-related goals, such as seeking sources for information. You
should maintain your personal sites on your own time using non-Highland
devicescomputers,

Official Highland Community College Social Media Accounts

To ensure that any and all interactions on behalf of Highland represent the College's best
authorized to participate and/or maintain official social media sites on behalf of the College.
These guidelines are designed to be broad in nature to accommodate differences in online
venues while maintaining a universal code of conduct.

8. To be recognized by the College as an official HCC social media account, the
account administrator(s) must seek approval from the Community Relations (CR)
office. The CR office will review all social media inquiries. This office should also be
used as a resource for the college community for any social media needs. The CR
Office will ensure the pages are set up properly according to the social media site’s

policy.

9. All Highland Community College social media accounts including, but not fimited fo,
academic depariments, student clubs and organizations, and public events officially
resegnized-by-the-Gellege must have a HCC faculty or staff member as an
administrator at all times.-la-the-eventihat-accounis-allow-for-mulliple-administrators
Tthe CR office may-reguest-will have administrator privileges.

10. Should an HCC employee account administrator leave the College for-any-reasen-or
no longer wish to be an account administrator, #-ig-thatindividual's-responsibilibs-to
designate-ancther HEC C-employea-lo-be-ap-account-administrater-pror-io-remeving
himself-er-herseli-from-thatrola.-Tthe CR office should be notified hefore removing
him/herself from that role. when-a-new-administrator-takes-over. College employees
identified as account administrators are held responsible for managing and
monitoring content of their officially recognized accounts.

11. Administrators are responsible to remove content that may violate the College’s
policies. If you have questions regarding the appropriateness of a post to a site that -
you administer, please contact the CR office.
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