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HIGHLAND COMMUNITY COLLEGE
District #519

AGENDA
Board of Trustees Meeting
November 2, 2021 — 4:00 p.m.
Robert J. Rimington Board Room (H-228)
Highland Community College Student/Conference Center
Freeport, [llinois

- Public access to the meeting is provided online via
https://highland.zoom.us/j/8612 1425769 ?pwd=VVUVVB{Y3hONVRxSElgODY4Tmg3dz09
or by phone at 312-626-6799 using meeting ID 861 2142 5769 and passcode 556644

Call to Order/Roll Call
Approval of Agenda

Approval of Minutes:  September 8, 2021 Board Retreat
September 28, 2021 Budget Work Session
September 28, 2021 Regular Meeting

Public Comments
Introductions
Budget Report
Foundation Report
Consent Items
A, Academic (None)
B. Administration (None)
C.  Personnel

1. Part-time, Instructors, Overload, and Other Assignments (Page 1)
D. Financial (None)
Main Motions
A, Academic (None)
B. Administration (None)
C. Personnel

1. Revised Job Description: Testing and Career Services Specialist (Page 3)

2. Revised Job Description: Coordinator, Student Success;
Revised Job Description/Job Title; Coordinator, Testing Center and
Tutoring Services (Page 6)

3 Revised Job Descriptions: Manager, Accounting; Coordinator,
Accounting (Page 11)

Mission
Highland Community College I8 committed to shaping the future of our communities
by providing quality education and leaming opportunities through programs and services
that encourage the personal and professional growth of the pecple of northwestem lllinois.



D.

Financial
1. Broadband Internet Service Contract (Page 16)
2. Payment of Bills and Agency Fund Report — September 2021 (Page 48)

X. Reports

A.

S momMEY O

Treasurer’s Report: Statements of Revenue, Expenditures, and Changes in Fund
Balance (Page 50)

Student Trustee

Shared Governance (included in President’s administrative report)
ONE Highland (included in President’s administrative report)
Audit and Finance Committee

ICCTA Representative

Board Chair

Administration (included in administrative reports)

Strategic Plan (included in Strategic Planning report)

XI. . CLOSED SESSION

A.

Appointment, Employment, Compensation, Discipline, Performance, or Dismissal
of Specific Employees of the Public Body or Legal Counsel for the Public Body,
Including Hearing Testimony on a Complaint Lodged Against an Employee of the
Public Body or Against Legal Counsel for the Public Body to Determine its
Validity

Collective Negotiating Matters Between the Public Body and its Employees or
Their Representatives, or Deliberations Concerning Salary Schedules for One or
More Classes of Employees

Security Procedures, School Building Safety and Security, and the Use of
Personnel and Equipment to Respond to an Actual, a Threatened, or a Reasonably
Potential Danger to the Safety of Employees, Students, Staff, the Public, or Public

Property .

XII. ACTION, IF NECESSARY

A,

Appointment, Employment, Compensation, Discipline, Performance, or Dismissal
of Specific Employees of the Public Body or Legal Counsel for the Public Body,
Including Hearing Testimony on a Complaint Lodged Against an Employee of the
Public Body or Against Legal Counsel for the Public Body to Determine its

‘Validity

Collective Negotiating Matters Between the Public Body and its Employees or
Their Representatives, or Deliberations Concerning Salary Schedules for One or
More Classes of Employees

Security Procedures, School Building Safety and Security, and the Use of
Personnel and Equipment to Respond to an Actual, a Threatened, or @ Reasonably

_Potential Danger to the Safety of Employees, Students, Staff, the Public, or Public

Property



XTI

Old Business

New Business

A, Planning for Potential New Bond Issuance
Dates of Importance

A Next Regular Board Meeting — November 23, 2021 at 4:00 p.m. in the
Robert J. Rimington Board Room (H-228)

B. Next Quarterly Board Retreat — December 8, 2021 at 8:00 a.m. in the
Robert J. Rimington Board Room (H-228) in the Student/Conference Center

Adjournment



AGENDA ITEM #VIII-C-1
NOVEMBER 2, 2021
HIGHLAND COMMUNITY COLLEGE BOARD

PART-TIME INSTRUCTORS, OVERLOAD. AND OTHER ASSIGNMENTS

RECOMMENDATION OF THE PRESIDENT: That the list of part-time instructors,
overload, and other assignments be approved.

BACKGROUND: The individuals listed have been certified by the hiring supervisor as having
the required training and experience to perform duties or teach courses offered by Highland
Community College. Each course is contingent upon appropriate enroliment.

BOARD ACTION:

Page 1
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Fall 2021 COURSE 'CLOCK CREDIT TOTAL
FIRST LAST CRN SUBIJECT TITLE HRS HRS RATE SALARY
Misellaneous _
Kathy Heid 3670 PERSO36GCC Walk and Stretch _ -30 $18.00 $540.00.
Dieter Ammann 3671 PERSO37ACC Powerful introductions 2 $15.00 $30.00
Dale Anderson 13661 PERSO36FCC Metal Detecting Basics 2 $25.00 $50.00
Mark Peterson 3673 PERS037BCC Assassination of Garfield 15 $27.50 $41.25
Mark Peterson 13681 PERSO37FCC Assassination of Lincoln 1.5 $27.50 $41.25
Civilian Conservation ]
Mark Peterson 3686 PERSO37ICC Corps 1.5 $27.50 $41.25
Introduction to
Allen Reed 3678 PERSO36HCC Beekeeping 4.5 $25.00 $112.50
Kerrylyn :Rodreguez 3676 PERSO37ECC Tips for Writing Wills | 2 $30.00 $60.00
Jessica  Schneiderman 3583 NURS292AX Portion of Health/lliness Lab 0.88 $1,32043 $1,161.98
0.83 $1,452.47 $1,205.55
Eldridge Gilbert Upward Bound Tutor - $4,200.00
Fharen  Zackery Upward Bound Tutor TBD _ $20.00 TBD
Roberta Andrews MATHY3  MACLab 2 $510.00 $1,020.00
Roberta Andrews MATHO59A  Pre-Algebralll 2 $510.00 $1,020.00
Roberta Andrews MATHY7  MACLab 2 $510.00 $1,020.00
Ellen McGinnis MATH A2 MAC Lab 2 $515.00 $1,030.00
Don Tresemer 'MATHO58B  Pre-Algebra | 2 $515.00 $1,030.00
Colette 'Binger 3109 PSY160N 'Psych of Human Relations 3 $573.00 $1,146.00
Sam Fiorenza 3891 ENGL121Y1M Rhet & Comp | 1 $1,32043 $1,320.43
| 2 $1,452.47 | $2,904.94
Chelsea Martinez 3902 PSY161Y1D Intro to Psychology 2 $1,452.47 $2,904.94
_ 1 $1,584.51 $1,584.51
Jennifer Roser Development & Evaluation of Proficiency Exam for CIS101 $100.00
Heidi Spotts-Manthey 3094 MUS267Y1B Intro to Music 3 $573.00 $1,719.00
Norah  Flaherty Part Time Forensics Assistant $1,500.00
Other Assignments
Rosemary Niedens Speaker for Student Services Leadership meeting 8/25/21 $ 250.00
James Winker Speaker for Leadership Institute opening retreat 9/12-9/14/21 S 400.00
Kelly Ellinor Worked Volleyball scorer's table 9/8/21 & 9/14/21 games $ 60.00
Liberty  Hartman Worked Volleyball scorer's table 5/14/21 game $ 3000
Kristin Martin-Fry Volleyball official 9/14/21 S 100.00
Bradley Patterson 'Vollevball official 9/14/21 $ 100.00
Morgan Wagner Worked Volleyball scorer's table 9/8/21 game $ 30.00
Michael Pfeil Umpire for 9/18/21 Baseball game $ 150.00
Jennifer  Schanker 'Presentation for Student Services leadership team meeting $ 250.00
Theodore Williams 'One Book One Highland keynote presentation ' $1,000.00
Tim Haldiman 'Umpire for 9/18/21 Baseball game $ 150.00
Tim Hines Umpire for 9/28/21 Baseball game $ 150.00
Forrest  Miller Umpire for 9/28/21 Baseball game $ 150.00
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AGENDA ITEM #IX-C-1
NOVEMBER 2, 2021
HIGHLAND COMMUNITY COLLEGE BOARD

REVISED JOB DESCRIPTION
TESTING AND CAREER SERVICES SPECIALIST

RECOMMENDATION OF THE PRESIDENT: That the Board of Trustees approves the
revised job description for Testing and Career Services Specialist with placement on the
Highland Salary Range Table at range level 22. This is a non-exempt classified position.

BACKGROUND: Upon the resignation of the incumbent in this position, the job description
was reviewed to ensure that its essential functions and requirements were up-to-date prior to
posting. The minor noted changes were made as a result. The classification and compensation
for the Testing and Career Services Specialist position was recently reviewed and is -
recommended for placement at range 22 on the Highland Salary Table based on internal

benchmarking data.

BOARD ACTION: . =
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Highland Community College
Position Description

CORE VALUES AND EMPLOYEE CHARACTERISTICS: Highland Community College
has adopted a set of Core Values and Employee Characteristics that it believes each employee
must model in order for the College to provide a supportive and productive working and learning
environment. These Core Values are Integrity, Compassion and Respect. The Employee
Characteristics are Commitment, Interpersonal Skills, Lifelong Learner and Sound Judgment.

TITLE: Testing & Career Services Specialist*

GENERAL STATEMENT OF RESPONSIBILITIES: To provide placement testing and
other testing services for internal and external College customers and to provide assistance and
support in Career Services.

PRINCIPAL DUTIES: (essential functions)

e Administers and proctors placement tests to prospective, current, and returning HCC
students, including those given in area high schools.

o Performs testing data entry/upload processes to enter placement test data in BANNER.

e Serves as the subject matter expert/primary contact for Accuplacer.

s Assists Career Services with the Student Worker Program, by performing duties such as
determining student worker program eligibility, processing studént worker hiring
paperwork, processing student worker assignment forms, and updating and maintaining
student records. .

o Provides administrative support for Career Services, including assisting with maintenance
and utilization of Gellege-Central NetworkHandshake, arranging facilities for workshops
and classes, coordinating job postings and social media posts. Assists in overseeing and
assigning work of Career Services/Advising student workers. Assists with special
projects such as the Job-Career Fair and on-site employer visits.

Provides essential customer service to students, faculty and staff.

Provides testing services for other internal and external customers, including
administering the Kaplan for prospective nursing students and CLEP, DSST and ISU
Math Placement tests. '

»  Assists the Director of Learning and Transitional Education Services with generation of
placement test reports and statistics.

Provides support for the Fast Forward and Quick Start programs.
Processes changes to all testing and Career Service related manuals.
Performs other duties as assigned.

KNOWLEDGE AND SKILLS REQUIRED: i

Knowledge of English usage, grammar, spelling, punctuation and vocabulary.
Knowledge of utilizing data to make informed decisions.

Knowledge of principles, practices and processes of testing.

Knowledge of principles and practices in working with a diverse student population.
Knowledge of computer operations and software applications.

Knowledge of project and time management principles and practices.

Knowledge of report preparation and formatting,

Knowledge of customer service techniques.

Adopted 1/23/2008
Testing & Career Srve Specialist.docx
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Skill in operating office equipment, computers and software applications,

Skill in maintaining confidential information,

Skill in composing memos, letters, reports and other documents.

Skill in responding professionally, effectively and efficiently to customer service requests.
Skill in organization and paying attention to detail.

Skill in identifying and evaluating problems and implementing effective solutions.

Skill in engaging in active listening and communicating effectively verbally and in writing,
Skill in establishing and maintaining effective relationships with a diverse population of co-
workers and others.

PHYSICAL REQUIREMENTS/ACTIVITIES: The physical requirements of this position are
light work, exerting up to 20 !bs of force occasionally, and/or up to 10 1bs of force frequently,
and/or a negligible amount of force constantly to move objects.

MINIMUM QUALIFICATIONS: High school diploma, with Associate’s degree preferred and
two (2) years office experience OR an equivalent combination of education and experience that

provide the required knowledge and skills.

REQUIRED LICENSEICERTIF‘ICATION: Certified to administer Pearson VUE, CLEP and
DSST within three (3) months of hire.

REPORTS TOQ: Director, Retention and Learning Services
APPOINTED BY: President.

EMPLOYEE CATEGORY: Classified

FLSA CLASSIFICATION: Non-Exempt

CLASS CODE: 4705

JOB SERIES/FAMILY: - Student Support Services Series/Learning Services Group
LAST REVISED: *[Pending Board Approval]

Adopted 1/23/2008
Testing & Career Srvc Specialist.docx
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AGENDA ITEM #IX-C-2
NOVEMBER 2, 2021
HIGHLAND COMMUNITY COLLEGE BOARD

REVISED JOB DESCRIPTION
COORDINATOR, STUDENT SUCCESS
REVISED JOB DESCRIPTION/JOB TITLE
COORDINATOR, TESTING CENTER AND TUTORING SERVICES

RECOMMENDATION OF THE PRESIDENT: That the Board of Trustees approves the
revised job description for the Coordinator, Student Success and revised job description and job
title for Coordinator, Testing Center and Tutoring Services with range placement of 27 on the
Highland Salary Table. In addition, a salary adjustment of $2,479, is being recommended for the
incumbent in the Coordinator, Testing Center and Tutoring Services position, Bethany Guida,
with an effective date of November 1, 2021.

BACKGROUND: The redesign of the Coordinator, Testing Center position to the Coordinator,
Testing Center and Tutoring Services addresses several issues including increasing direct
oversight of tutoring and working to decrease response time for students needing tutoring
services. It also aims to address turnover by providing more diverse job responsibilities and
opportunities for innovation and development in an area where the incumbent employee is very
experienced.

The classification and compensation for the Coordinator, Testing Center and Tutoring Services
position was recently reviewed and is recommended for placement at range 27 with a change in
compensation of $2,479 to the incumbent for the addition of these duties. The position is also
recommended to change from a non-exempt classified to an exempt professional position.
Comparable positions were recently reviewed as part of the market study. The new duties,
recommended compensation adjustment, and classification change are aligned with the market
study results.

~

As a result of this position taking on tutoring services responsibilities, the Coordinator, Student
Success job description is being revised to remove that function from its scope and to emphasize
its focus on developing new retention practices as well as strengthening those already in place.’
The position will be expected to further develop supplemental instruction and embedded
tutoring, and serve as a champion who continuously improves retention services and advances
the First Year Experience Seminar courses. This exempt professional position will remain at
range 27 on the Highland Salary Table.

BOARD ACTION:
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Highland Community College
Position Description

CORE VALUES AND EMPLOYEE CHARACTERISTICS: Highland Community College
has adopted a set of Core Values and Employee Characteristics that it believes each employee must
model in order for the College to provide a supportive and productive working and learning
environment. These Core Values are’ Integrity, Compassion and Respect. The Employee
Characteristics are Commitment, Interpersonal Skills, Lifelong Learner and Sound Judgment.

TITLE: Coordinator, Student Success*

GENERAL STATEMENT OF RESPONSIBILITIES: To promote student success and
increase student retention by eoordmatlng gggg g ggppgm mg;ams such as Earlx Alﬂ, FYES,
and Supplementa] Instrugng n# fo-supportstudents shg

PRINCIPAL DUTIES: (essential functions)
o Workinp with the Director. Retention and Learning Services. provides leadership in
developing and implementing a comprehensive academic support system for Highland
en
e  Supports student retention efforts by meeting with “at-risk” students including those on
financial aid and academic probation, managing Early Alert referrals, assessing needs,
consulting with instructors, developing learning strategies and working with them
to become more resilient learners.
e Inrelation to LIBS 199 (First Year Experience), identifies-approprinte-instruetors;-plans
course curriculum, chooses course matenals, neserves faellltles, secures guest speakers,
chalrs FYE.S Advrmn Commlttee and svalustes-tnstructors—eourses;and-eompletes

° Supports Testmg Center operatlons, mcludmg admmrstermg a vanety of tests.

o Serves as primary liaison with departmental administrators and faculty members for
academic support programs.

e Delivers up to 4 credit hours of FYES courses each semester, conducts workshops,
develops cumeulum tracks student progress and mteracts with instructors and students,

° _ﬁs._sSuperwses, u'ams, prepares work sohedules, and evaluates pareprofessienal
staffFYES instructors and Supplemental Instruction staff. Prepares-werk-schedules-and

L

TFraeles-Gathers and analyzes-tutoring-and data associated with academic support and
academic programs including FYES, Early Alert, and Supplemental Instruction data-to
inform decision making.

¢ Researches best practices of tutering-Early Alert, Supplemental Instruction, and First
Year Experience programming to make recommendations for improvements.

Promotes stidy-groups;-tutoring serviees-and-First Year Experience courses, Early Alert
Program. and Supplemental Instruction aad-funetions- campus wide,

Adopted 10/24/06
Coordinator, Student Success
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¢ Communicates efféctively with staff and departments to support efficiency and the
sharing of institutional knowledge.
. Performs other duties as assigned.

KNOWLEDGE AND SKILLS REQUIRED:

Knowledge of English usage, grammar, spelling, punctuation and vocabulary.
Knowledge of principles and practices of testing and student assessment.

Knowledge of principles, practices and processes of learning and teaching.

Knowledge of instructional techniques and processes.

Knowledge of practices and processes of curriculum development and implementation.
Knowledge of principles and practices in working with a diverse student population.
Knowledge of principies and practices of supervising and evaluating staff,

Knowledge of utilizing data to make informed decisions.

Knowledge of computer operations and software applications.

Skill in developing and evaluating curriculum, delivering instruction and assessing learning.
Skill in providing-tutering-and special instruction to diverse student populations.

Skill in supervising, assigning and reviewing the work of others,

Skill in identifying problems, evaluating alternatives and implementing effective solutions.

Skill in responding to inquiries, disseminating information and providing instructional resources.
Skill in operating computers and software applications.

Skill in communicating effectively orally and in writing.

Skill in interpersonal and public speaking.

Skill in establishing and maintaining effective relationships with a diverse population of co-
workers and others.

PHYSICAL REQUIREMENTS/ACTIVITIES: The physical requirements of this position are
light work, exerting up to 20 Ibs of force occasionally, and/or up to 10 1bs of force frequently,
and/or a negligible amount of force constantly to move objects.

MINIMUM QUALIFICATIONS: Master’s degree in developmental education or a related
field required and three (3) years experience in assessing learning needs OR an equivalent
combination of education and experience that provide the required knowledge and skills.

REQUIRED LICENSE/CERTIFICATION: Certified to administer Pearson VUE, CLEP, and
DSST within three to six (3-6) months of hire preferred.

REPORTS TO: Director, Learning and Transitional Education Services
APPOINTED BY: President

EMPLOYEE CATEGORY: Professional

FLSA CLASSIFICATION: Exempt

CLASS CODE: 4710

JOB SERIES/FAMILY: Student Support Services Series/Learning Services Group
LAST REVISED: *[Pending Board Approval]

Adopted 10/24/06
Coordinator, Student Success



Highland Community College
Position Description

CORE VALUES AND EMPLOYEE CHARACTERISTICS: Highland Community College
has adopted a set of Core Values and Employee Characteristics that it believes each employee
must model in order for the College to provide a supportive and productive working and learning
environment. These Core Values are Integrity, Compassion and Respect. The Employee
Characteristics are Commitment, Interpersonal Skills, Lifelong Learner and Sound Judgment.

TITLE: Coordinator, Testing Center and Tutoring Services*

GENERAL STATEMENT OF RESPONSIBILITIES: To coordinate the operations of the
HCC Testing Center for internal and external customers and to coordinate tutor services.

PRINCIPAL DUTIES: (essential functions)

o  Administers, proctors, and transmits results of various tests conducted through the
Testing Center including standardized tests such as CLEP, Pearson, SAT and DSST.
Coordinates Quick Start and dual credit testing.

Communicates testing program policies, procedures, and schedules.

Maintains integrity and security of testing environment by tracking inventory of tests and
materials, reviewing procedures for security, and insuring proper storage and return of
test materials to testing companies.

o Trains, mentors, and schedules the work of other Testing Center staff, including
overseeing and assigning work of student workers.

o  Observes college, state, federal and test agency policies and procedures for
security/confidentiality of testing records. '

e In conjunction with supervisor, develops and updates testing services, policies, and
procedures. Expands testing services through exploration and development of new
testing contracts to meet student and community needs.

Tracks and generates reports relating to Testing Center usage and statistics.

Gathers feedback from faculty and students on Testing Center services.

®__Collaborates with Coordinator, Disability Services to ensure appropriate testing’
accommodations are made when necessary.

e Develops. implements, coordinates and evaluates online and in-person tutoring service

o Promotes study groups and tutoring services campus wide.

» Hires, supervises, train: lyates rofessional staff and peer tutors. ares
work schedul moni d ups.

o Tracks and analyzes tutoring data and statistics to inform decision making.

®  Orders and maintains an inventory of office supplies; collects and deposits money from
testing fees.

o Communicates effectively with staff and departments to support efficiency and the

sharing of institutional knowledge.

o

e Performs other duties as assigned.
KNOWLEDGE AND SKILLS REQUIRED:
Knowledge of English usage, grammar, spelling, punctuation and vocabulary.

Knowledge of principles, practices and processes of testing.
Knowledge of principles and practices in working with a diverse student population.

Adopted 06/21/11
Coordinator, Testing Center and Tutoring Services*
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Knowledge of computer operations and software applications.
Knowledge of report preparatlon and formatting.
Knowledge of customer service techniques.
11: J 3 &) n L]
Knowledge of utilizing data to make informed declslons
Knowledge, understanding and compliance with Federal and state privacy laws related to
students.

Skill in operating office equipment, computers and software applications.

Skill in communicating effectively.

Skill in maintaining confidential information.

Skill in performing basic mathematical calculations.

Skill in conflict resolution methods,

Skill in effectively using organization and planning skills, including the use of attention to detail
and follow through.

Skill in schedulmg and. asngnmg work to others.

Skill in composing memos, letters, reports and other documents.

Skill in establishing and maintaining effective relationships with co-workers and others.

PHYSICAL REQUIREMENTS/ACTIVITIES: The physical requirements of this position are
light work, exerting up to 20 Ibs of force occasionally, and/or up to 10 Ibs of force frequently,
and/or a negligible amount of force constantly to move objects.

MINIMUM QUALIFICATIONS: Bachelor’s degree required, with two (2) years experience
providing tests in an academic setting or standardized testing environment preferred OR an
equivalent combination of education and experience that provide the required knowledge and
skills.

REQUIRED LICENSE/CERTIFICATION: Valid Driver’s License. Bachelor’s degree is
required for administering certain tests. Certified to administer Pearson VUE, DSST, and CLEP
testing as well as gain Accuplacer credentials within two (2) months of hire.

SECURITY SENSITIVE POSITION: Requires a criminal background check.
REPORTS TO: Director, Rétention and Learning Services
APPOINTED BY: PresidentBoard of Trustees

EMPLOYEE CATEGORY; ClassifiedProfessional

FLSA CLASSIFICATION: MNon-eExempt

CLASS CODE: 4708

JOB SERIES/FAMILY: Student Support Services Series/Learning Services Group
REVISED: 11/24/2020 10/26/21 *[Pending Board Approval]

Adopted 06/21/11
Coordinator, Testing Center
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AGENDA ITEM #IX-C-3
NOVEMBER 2, 2021
HIGHLAND COMMUNITY COLLEGE BOARD

REVISED JOB DESCRIPTIONS
MANAGER, ACCOUNTING
COORDINATOR, ACCOUNTING

RECOMMENDATION OF THE PRESIDENT: That the Board of Trustees approves the
attached revised job descriptions for Manager, Accountmg and Coordinator, Accounting, Range
placement on the I-Ilghland Salary Range Table will remain at 28 and 22 respectively. The
Manager, Accounting is a full-time, exempt professional position and the Coordinator,
Accounting is a full-time, non-exempt classified position.

BACKGROUND: At the September Board meeting, a new job description was approved for
the Student Accounts Specialist, Technical Support position and a new job title/revised job
description for the Coordinator, Student Accounts. Slight changes are made to the two
accounting positions as a result of those approvals. Responsibilities related to TouchNet will
reside with the Students Accounts Specialist, Technical Support, so updated wording clarifies the
Coordinator, Accounting’s role in that area. In addition, the Coordinator, Student Accounts
oversees the workflow for the Cashier’s Office, therefore, that has been eliminated from the
Coordinator, Accounting job description. Purchase order processing has been removed from the
Manager, Accounting job description as that function will be the responsibility of the Student
Accounts Specialist, Technical Support. The Manager, Accounting will provide purchasing
coverage as needed.

BOARD ACTION:
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Highland Community College
Position Description

CORE VALUES AND EMPLOYEE CHARACTERISTICS: Highland Community College
has adopted a set of Core Values and Employee Characteristics that it believes each employee
must model in order for the College to provide a supportive and productive working and learning
environment. These Core Values are Integrity, Compassion and Respect. The Employee
Characteristics are Commitment, Interpersonal Skills, Lifelong Learner and Sound Judgment.

TITLE: Manager, Accounting*

GENERAL STATEMENT OF RESPONSIBILITIES: To manage the daily operations of the
College’s accounting functions including purchasing, accounts payable and accounts receivable.
Maintains internal and external accounting controls to ensure compliancy.

PRINCIPAL DUTIES: (essential functions)
* Reviews all expense documents such as purchase requisitions, check requests,
requests for travel, petty cash and procurement card reconciliations to ensure
correct ﬁnanclal procedures are followed Resolves accounting issues as necessary.
BREAGE g srevides-Provides coverage for accounts

payable and purchas:m. as needed

e Monitors and analyzes various bank accounts and funds for reconciliation and cash flow.
Facilitates corrective action if necessary.

e Audits College budgets and reviews for over budget items or errors. Performs
corrections and revisions as needed.

Maintains an effective accounting system for all funds.

e Facilities communication with accounting staff for duty scheduling and prioritization of
deadlines.

e  Assists in the preparation of financial reports, unit cost studies, the annual budget and
other special financial analysis reports for the President, Board, State and local offices
and internal management,

e Accounts for and monitors grant expenditures spent under state and federal restricted
accounts.

e Trains, supervises and evaluates the work performance of assigned staff. Recommends
an employee for promotion, reassignment, discipline and termination.

e Develops and recommends policies and procedures with the assistance of staff and in
consultation with appropriate administrative officers.

Coordinates, plans and executes annual financial audit.

Operates a credit card swipe terminal. .

Communicates effectively with staff and departments to support efficiency and the
sharing of institutional knowledge.

e Performs other duties as assigned.

KNOWLEDGE AND SKILLS REQUIRED: .

Knowledge of English usage, grammar, spelling, punctuation and vocabulary.

Knowledge of budgetary preparation, revenue sources and the fiscal management of an
educational institution. _

Knowledge of governmental accounting, auditing, purchasing and cash management principles,
practices and processes.

1of2 Adopted 8/16/1988
Manager Accounting docx



Knowledge of college operations and organization.,

Knowledge of customer service techniques. '

Knowledge of computers and software applications.

Knowledge of personnel management and supervisory principles and practices.
Knowledge of utilizing data to make informed decisions.

Knowledge of computerized accounting and record keeping systems.

Skill in creating and analyzing accounts and other financial reports.

Skill in identifying problems, evaluating alternatives and impiementing effective solutions.
Skill in developing, implementing and evaluating policies and procedures.

Skill in selecting, organizing and evaluating staff performance.

Skill in operating computers and software applications including complex databases and
spreadsheets.

Skill in performing detailed numerical computations.

Skill in establishing and maintaining effective relationships with a diverse population of co-
workers and others.

PHYSICAL REQUIREMENTS/ACTIVITIES: The physical requirements of this position are
- light work, exerting up to 20 Ibs of force occasionally, and/or up to 10 Ibs of force frequently,
and/or a negligible amount of force constantly to move objects.

MINIMUM QUALIFICATIONS: Associate’s degree required, Bachelor’s degree in
accounting, finance, business administration or a related field preferred, and three (3) years
accounting or financial experience OR an equivalent combination of education and experience
that provide the required knowledge and skills.

REQUIRED LICENSE/CERTIFICATION: None.

SECURITY SENSITIVE POSITION: Requires a criminal background check.
REPORTS TO: VP, Administrative Services

APPOINTED BY: Board of Trustees.

EMPLOYEE CATEGORY: Professional

FLSA CLASSIFICATION: Exempt

CLASS CODE: 6205

JOB SERIES/FAMILY: Financial and Accounting Series/Accounting Group
LAST REVISED: 02/19/19 10/26/21 *{Pending Board Approval}

2 of 2 Adopted 8/16/1988
Manager Accounting.docx
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Highland Community College
Position Description

CORE VALUES AND EMPLOYEE CHARACTERISTICS: Highland Community College
has adopted a set of Core Values and Employee Characteristics that it believes each employee
must model in order for the College to provide a supportive and productive working and learning
environment. These Core Values are Integrity, Compassion and Respect. The Employee
Characteristics are Commitment, Interpersonal Skills, Lifelong Learner and Sound Judgment.

TITLE: Coordinator, Accounting®

GENERAL STATEMENT OF RESPONSIBILITIES: To coordinate the workflow of the
accounting department and perform complex accounting duties relating to accounts payable, cash
flow and audit work.

PRINCIPAL DUTIES: (essential functions)

¢ Reviews, prepares, and enters accounts payables such as check requests, purchase orders,

travel claims, student refunds, and procurement card transactions. Verifies, prepares for
‘payment and prints accounts payable checks for the college and various partners and
grant agencies.

¢ Balances cash daily and audits credit card transactions with batch totals. Reviews the
bank accounts which includes the checking, federal and receiving accounts; verifies and
researches payments received in the checking account.

e  Coordinates the workflow of the eashier's-effiee-and-the-accounts payable area by
determining priorities and setting deadlines to ensure projects and functions are
completed efficiently on a timely basis, serving as the peint-persenadministrator for
TouchNet Payment Gateway for-effective-processing of payments-end-the-sehedulingof

student-worker-assignments.
Processes and submits ACH payments; administers web check payments.

Calculates, prepares and posts journal entries and processes corresponding ACH
payments.

¢ Performs month end closing such as balancing cash, running the disbursement register
report, calculating, filing, and paying sales tax for the bookstore, and reconciling bank
accounts.
Maintains account records for the auditor and assists in the annual audit.
Prepares and reconciles a variety of reports and financial statements; processes and
reports unclaimed property to the state; coordinates 1099-M process.

e Provides coverage for purchasing and assumes responsibility for accounting operations in
the absence of the Manager of Accounting.
Operates a credit card swipe terminal.
Performs other duties as assigned.

KNOWLEDGE AND SKILLS REQUIRED:

Knowledge of English usage, grammar, spelling, punctuation and vocabulary.

Knowledge of accounting, auditing, and cash management principles, practices and processes.
Knowledge of financial analysis techniques.

Knowledge of purchasing and college operations and organization.

Knowledge of computer operations and software applications including complex databases and
spreadsheets.

Knowledge of utilizing data to make informed decisions.

Adopted 3/16/1993
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"Knowledge of customer service techniques.

Skill in making calculations, analyses and performing complex accounting tasks.

Skill in analyzing situations and recommending and implementing solutions.

Skill in assigning and reviewing the work of others.

Skill in operating computers and software applications.

Skill in establishing and maintsining effective relationships with a diverse population of co-
workers and others.

PHYSICAL REQUIREMENTS/ACTIVITIES: The physical requirements of this position are
sedentary in nature, exerting up to 10 Ibs of force occasionally and/or a negligible amount of
force frequently or constantly to lift, carry, push, pull or otherwise move objects, including the
human body. Sedentary work involves sitting most of the time.

MINIMUM QUALIFICATIONS: Associate’s degree in Accounting or Business and two (2)
years accounting experience OR an equivalent combination of education and experience that
provide the required knowledge and skills.

REQUIRED LICENSE/CERTIFICATION: None.
REPORTS TO: Manager, Accounting
APPOINTED BY: President.

EMPLOYEE CATEGORY: Classified

FLSA CLASSIFICATION: Non-Exempt

CLASS CODE: 3215

JOB SERIES/FAMILY: Financial and Accounting Series/Accounting Group
LAST REVISED: 02/40/910/26/2]1 *[Pending Board Approval]

Adopted 3/16/1993
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AGENDA ITEM #IX-D-1
NOVEMBER 2, 2021
HIGHLAND COMMUNITY COLLEGE BOARD

BROADBAND INTERNET SERVICE CONTRACT

RECOMMENDATION OF THE PRESIDENT: That the Board of Trustees authorizes the
College to enter into a 60-month contract with Illinois Century Network for campus broadband
internet service at a fee of $1,500 per month.

BACKGROUND: Illinois Century Network (ICN) is Highland’s current internet provider, and
since 2017 they been supplying us with 200Mbps of service. With the increase of online
collaboration and video-based instruction, we maxed out the 200 Mbps cap several times this
semester, which caused connection issues for Highland users. This updated contract ¢ost and
duration was chosen as it more than doubled the College bandwidth to 500Mbps, was the most
cost-effective option, and was compatible with current equipment.

BOARD ACTION:
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Broadband Service Order
lilinols Dept. of Innovation & Technology

ICN site 1D- (0020486 ILLINOS
Organlzation Name HIGHLAND COMMUNITY COLLEGE gf_f;g:;,_
Slte Name: HIGHLAND COMMUNITY COLLEGE i i s e
Ilinols Department of Innovation & Technology (DoiT} Customer
REGIONAL TECHNOLOGY CENTER V PETE FINK
2607 WOODLAWN RD HIGHLAND COMMUNITY COLLEGE
SUITE3 2998 WEST PEARL CITY RD
STERLING, IL 61031 FREEPORT, IL 61032
Ph: 815-632-4080 Fax: 815-632-4085 Ph: 815-235-6121
e-mall; DOIT.JCN.RTCS@ILLINCIS.GOV e-mail: pete.fink@highland.edu
(] Same As Above
|Bllling Contact .
Bllling Address 1
Bllling Address 2
Blifing Clty, 5t, 22P
Bllling Phone
Billing Contact E-Mall B
Monthly Service Fees/Monthly Recurring Charges (MRC) Quantity UnkCost | Extended Cost
BANDWIDTH WITH INTERNET EGRESS {In Mbps) 500 $2.85] §1,435.00
QUALITY OF SERVICE 1 $25.00 $25,00
IP ADDRESS {PER CLASS C) } 1 $50.00 $50.00
Subtotal: $1,500.00
**# This pricing represents o 60 month term, from 9/1/2021 through 8/31/2026,
- Total MRC | $1,500.00
|One-Time Charges/Non-Recurring Charges (NRC) | Quantity | Unlt Cost Extended Cost
Total NRC $0.00}

This Service Order Is subject to and fully Incorporates the terms and condltions of the Master Service Agreement currently In place between Customer and
DolT. The Service Order may, from time to time, be modified at Customer's written request and upon approval of DolT.

The pricing In this Service Order is based on a 60 month term {Service Term). Any cancellation or termination of setvice on or after the date of DolT's
acceptance and executlon of this Service Order llsted In the signature block below {Service Order Acceptance Date) and before the end of the Service Term
shall be subject to certaln cancellation fees and early termination penaltles as outlined In the Master Service Agreement. Customer acknowledges and
agrees to pay these fees upon cancellation or early termination. Customer will be responsible for any applicable taxes In addition to all service- related
costs stated In this Service Order.

Please note: This is not an Involce. Customer will be Involced by DolT separately. This quote Is valld untll 12/31/2021, DolT may Involce, and Customer shall
be liable, for any NRC, or for any cancellatlon fees if applicable, beginning upon the Service Order Acceptance Date. DolT may Invoice, and Customer shall
be lable, for the applicable MRC payments, or for any early terminatlon fees If applicable, beginning upon the Service Actlvation Date {as defined in the

Master Service Agreement). .
By signing below, you certify that you are authorized to sign on behalf of Customer and that Customer agrees to be bound by the terms and conditions

contalned herein.
Service Term: 60 months, 09/01/2021 - 08/31/2026

Customer FEIN {ifit-S##H14#)

Print Customer Representative Name Title

Customer Representaflve Signature Date

DolT Representative Signature Date =

v.12,15.20



. lllinois Department of Innovation
@ and Technology Master Service

Nincts Departmant oﬁ Agreement
Innovation & Technology

This Master Service Agreement (“Agreement”) is made effective as of the date of last signature below {“Effective
date”) by and between the lllinois Department of Innovation and Technology, an lilinois State Agency with an
address of 120 West Jefferson Street, Springfield, IL 62704 (“DolT") and

, @ _____, with an address of

{“Customer”). Each may be referred to herein as a “Party” and

collectively as the “Parties.”

This Agreement terminates and supersedes any prior master service agreements entered into between Customer
and DolT.

PURPOSE

DolT owns and operates a broadband backbone network (“lilinols Century Network” or “ICN” or “DolT Backbone
Network”) with facllitles for providing Intranet, Internet, security, and other services throughout the State of
lllinols for'its customers and constituents. DolT also purchases Internet services and broadband circuits on behalf
of and for Its customers and constituents, DolT issues individual master service agreements to provide these
services to such customers and constituents.

ARTICLE 1 - GENERAL

1.1 Agreement Structure. The purpose of this Agreement is to provide general terms, conditions and a
framework within which Customer may from time to time purchase' certain transport, dedlicated internet access
and security services (“Services”) from DolT for its use. This Agreement and Service Orders (as defined in Section
1.2 below) and any other attachments incorporated therein shall collectively be referred to as the “Agreement.”

1.2 Orders for Services. Working directly with the Customer, DolIT staff will help identify available
connectivity and service options and will assist Customer throughout the provisioning, installation and turn-up of .
the Service. DolT will prepare for the Customer a “Service Order,” which will clearly Identify the Service, monthly
recurring charge (“MRC”), non-recurring charge {"NRC”), and Customer billing contact information and address.
Once DolT has received a signed copy of the Service Order from the Customer, DolT will begin the provisioning of
the Service. Each Service Order shall incorporate by reference, and shall be subject to, the terms and conditions of
this Agreement, and the Service Level Agreement (“SLA”) available at www.illinoi:.net when applicable. All Service
Orders shall be subject to the availabllity of the Service requested and acceptance by DolT. Customer
acknowledges and agrees that Customer is solely responsible for the accuracy of all Service Orders and other
Information that it provides to DolT.

DolT Master Service Agreement v3.0



1.3 Order of Precedence. In the event of an express conflict between a term(s) of this Agreement and the
term(s) of any Service Order, precedence will be given in the following order: (a) the Service Order but solely with
respect to the Service covered by that Service Order and provided that an authorized representative of DolT has
executed such Service Order; and (b} this Agreement.

14 Acteptable Use Pollcy. Customer agrees to be bound by DolT's Acceptable Use Pollcy which may be
- found at www.illinois.net.

15 Cisco Products and Services. To the extent that Cisco Systems, Inc. (“Cisco”) products and services are
made available for Customer’s use in connection with the Services provided under this MSA, Customer agrees to be
bound by the terms and conditions of Appendix A {including Exhibit 1 and Exhibit 2} attached hereto and
incorporated herein. DolT shall have no liability to Customer for any claims or damages related to the Clsco products

and services.

ARTICLE 2 - TERM

2.1 Agreement Term. This Agreement shall be In effect for a period of five (5) years from the Effective Date
{*Initial Term”) unless terminated earller as otherwise provided for in this Agreement, and shall automatically renew
for one (1) year periods thereafter {each a “Renewal Term”) (Renewal Term(s) together with the Initial Term shall
be referred to as the “Term”) until either Party notifies the other Party of its intent riot to renew the Agreement at
least sixty (60} days prior to the end of the Initlal Term or any Renewal Term. Notwithstanding the foregoing, in the
event that a Service Order has a term longer than the Initial Term or Renewal Term of the Agreement stated hereln,
such Servicée Order remains in effect and this Agreement shall survive and govern and continue in effect with regard
to only such Service Order until the termination of the Service Order.

22 Service Term. Each Service Order shall specify a period of time during which Customer may recelve the
applicable Services at the rates stated In the Service Order {“Service Term”). DolT may commence work toward the
provision-of Services upon the Service Order Acceptance Date (as defined below), which may fall before the technical
start date of the Service Term but which may still result in certain costs to Customer. Activation of Services will begin
upon the Service Activation Date {as defined below) and will continue untll the end of the Service Term specified in
the Service Order, unless terminated earlier as otherwise provided for in this Agreement. Thereafter, unless
otherwise stated in the Service Order, the Service Term of each such Service Order shall automatically renew for one
{1) month periods {each a “Service Renewal Term”) pursuant to the terms of the Agreement until terminated by
either Party upon thirty (30) days written notice prior to the end of the Service Term or the then current Service
Renewal Term; provided, however, that Customer shall continue to be responsible for payment to DolT for the
Services to be terminated through the end of the thirty {30} day notice period plus any early termination charges
which may apply. Customer will not receive notice of a Service Term or Service Renewal Term explration date, After
the Service Term and during any Service Renewal Term, DolIT reserves the right to Increase rates for any Services
provided thereunder upon at least thirty (30) days’ notice.

DolT Master Service Agreement v3.0
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ARTICLE 3 - SERVICE ORDER PROCEDURE

3.1 To order a Service, Customer must execute a Service Order provided by DolT, Customer may order
additional Services from time to time by executing additional Service Orders. Upon receipt of a Service Order
executed by Customer, DoiT will elther: (a) accept the Service Order by way of counter-execution (“Service Order
Acceptance”); (b} request clarification of informaticn on the Service Order; or (c) reJect the Service Order. DolT
shall be under no obligation to accept a Service Order. The date of DolT's acceptance and counter-execution of the
Service Order shall constitute the “Service Order Acceptance Date.”

3.2 Following the Partles’ mutual executlon of a Service Order, DolT will commence preparation work related
to the Service Order and will notify Customer once a Service has been installed and activated (“Service Activation
Notlce”). The date of such notice shall constltute the “Service Activation Date;" provided, however, that If the
Service is not inltially accepted by Customer due to reasonable concerns that the Service does not conform with
DolT's specifications, DolT shall address the alleged Issues of non-conformance and issue a new Service Activation
Notlce, and the date of that new notice shall constitute the Service Activation Date. The Service shall be deemed
accepted by Customer if (i) within seventy-two (72} hours following‘receipt of the Service Activation Notice,
Customer does not notify DolT In writing that the Services do not conform to DolT's specifications (with evidence
of such non-conformance included in the notice); (i) DoIT has not performed the testing ensuring compliance with
service specificatlons listed in the Service Order (“Acceptance Testing”) due to Customer’s failure to satisfy any of
Its obligations under this Agreement related to installation or activation; or {ili) Customer beglns using the Service

for any purpose other than testing.

ARTICLE 4 = BILLING AND.PAYMENT

4.1 Credit and Deposit. If requested by DolT, Customer shall complete and submit DolT’s standard credit
application. DolT may from time to time conduct a review of Customer’s credit rating and payment history. DolT
may require Customer to pay a deposit before acceptance of a Service Order. Additionally, for any existing Services,
DolT may require (1) Customer to pay a depaosit or {il) an increase in the existing deposlt, upon the failure of Customer
to submit payment of any amount by the Due Date as a condition to the continued provision of such existing Services.
DolT shall refund any amount of deposit paid pursuant to this Section, less any amount for payments that Customer
still owes to DolT, when DolT determines In good faith, based on Customer’s credit rating and payment history, that
such deposlt Is no longer necessary to ensure payment, butin no event later than after the terminatlon of ail Services

and termination of this Agreement.

4.2 Invoicing and Payment Terms. DolT will provide Customer with a monthly itemized invoice for the Services
together with all other charges due. Customer shall pay DolT all charges within 30 days of the Invoice date or in
accordance with the lllinois Local Government Prompt Payment Act (50 ILCS 505). Unless otherwlse stated In the
Service Order, DolT may begln invoicing Customer for any NRC, or for any cancellation fees if applicable, upon the
Service Order Acceptance Date. DolT may invoice, and Customer shall be llable for, the applicable MRC payments
for Services, or any early termination fees if applicable, beginning upon the Service Actlvation Date.

DolT Master Service Agreement v3.0
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4.3 Involce Disputes. To the extent that Customer disputes any portion of an invoice, Customer shall notify
DolT in writing and provide detalled documentation supporting its dispute within forty-five (45} days of the invoice
date or the Customer’s right to any billing adjustment shall be waived. In the event of a billing dispute, Customer
shall timely pay all undisputed amounts. If the dispute is resolved agalnst Customer, Customer shall pay such
amounts due from the date the payment was criginally due. A dispute may not be based upon a claim that all ora
portion of the charges for the Services were Incurred by unauthorized users. If the dispute is resolved against DolT,
DolT will Issue credit for the disputed amount cutstanding or provide service credits for any payments made.

ARTICLE 5 — CANCELLATION

5.1 Cancellation. Customer may cancel a Service Order at any time prior to the Service Order Acceptance Date
for such Service without any further liability. In the event Customer requests cancellation of a Service on or after
the Service Order Acceptance Date and prior to the Service Activation Date for such Service, Customer shall be
obligated to pay DolIT for any costs DolT has Incurred In provisioning the Service, including, but not limited to, any
contracts entered into by DolT In connection with this Agreement and any completed or incomplete Installation
services rendered, and the full cost of DolIT fiber and DolT fiber facilities between the DolT network and Customer
property. If Customer requests cancellation at any time on or after the Service Activation Date, then Customer shall
be liable for the early termination charges set forth in Article 6 below.

ARTICLE 6 - TERMINATION

6.1 Early Termination. In the event that Customer terminates any Service on or after the Service Activation
Date but prior to the end of the Service Term or Service Renewal Term, or if DolT terminates Services pursuantto a
Customer Default, Customer shall be subject to early termlnation charges equal to () one hundred percent (100%)
of all MRC for Services multiplied by the number of months remalining In the Service Term, or any Service Renewal
Term, as the case may be; plus {ii) any and all instailation charges, reasonable construction costs, charges from
termination of third party services, or other charges or costs which have been Incurred by DolT In providing Customer
with Services. Customer may exercise such right to terminate for convenlence by providing at least thirty (30) days
prior written notice. The Parties agree that the charges-in this Section are a genuine estimate of DolT’s actual
damages in the event Customer terminates for convenience and are not a penalty.

6.2 Termination for Cause. DolT shall notify Customer of any breaches of the terms of this Agreement or of
any Service Order by Customer, or any individual acting directly or Indirectly under color of authority of Customer.
Customer shall have thirty (30) days to cure such breach. In the event such breach is not cured within the thirty (30)
days this Agreement may be terminated by DolT without further notlce, obligation or liability to Customer.

ARTICLE 7 — EQUIPMENT AND INSTALLATION

7.1 Customer Equipment. Customer, if requested by DolT, shall provide a router or other connectivity
equipment approved by DalT for direct connection to the Network and to replace, at its-expense, this equipment if
it reaches the end of its useful life or at the expiration of the manufacture's support period. DolIT shall Identify and
Install the equipment needed by Customer at Its site to access the ICN if desired by the Customer. Customer is
responsible for purchasing its own equipment. Unless Customer agrees to release DolT of management
responsibllities, DolT shall monitor and support Custoemer's router or approved access device, for sites directly
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connected to the ICN, in accordance with lndustd‘ standards, provided Customer maintains at its sole expense a
valid maintenance plan with equipment manufacturer. If, on responding to a Customer Initiated service call, DolT
and Customer jointly determine that the cause of the service deficlency was a failure, malfunction or the
Inadequacy of equipment other than DolT's Equipment or DolT’s Network, DolT reserves the right to assess a fee
for actual time and materials expended during the service call.

7.2 DolT Access to Customer Premises. Where appiicable, Customer shall provide DolT with access to all
Customer locations for purposes of Installation, maintenance, and repair of DolT Equipment on Customer
premises. DolT shall provide reasonable notice under the circumstance to Customer prior to entering Customer’s
point of presence to Install, maintaln or repair any of the DolT Equlpment. Customer will provide a safe place to
work and comply with all applicable laws regarding the working conditions on the Customer premises.

7.3 DoiT Equipment. DolT, or its agent, may provide, install, maintain, repair, operate and control DolT’s
equipment including but not limited to fiber, conduit, man holes, hand holes, ducts, electrical and optical
equipment (“DoiT Equipment”). DolT Equipment shall remain the sole and exclusive property of DolT, and nothing
contained herein shall give or convey to Customer, or any other person, any right, title or interest whatsoever In
DolT Equipment, notwithstanding that it may be, or become, attached to, or embedded in, realty. Customer shall
not tamper with, remove or conceal any ldentifying plates, tags or labels Identifying DolT's ownership interest in
DolT Equipment. Customer shall not adjust, align, attempt to repalr, relocate or remove DolT Equipment, except
as expressly authorized in writing by DolIT. Customer shall be liable for any loss of or damage to DoiT Equipment
caused by Customer’s negligence, intentlonal acts, or unauthorized maintenance and shall reimburse DolT for the
same, within thirty {30) days after receipt by Customer of a request for reimbursement.

ARTICLE 8 — MAINTENANCE

81 Maintenance. DolT shall maintain a 24x7x365 Network Operations Center (NOC) which will monitor the
network and respond to customer calls and emails, perform network troubleshooting and engage network
engineers and teams to resolve network issues, work with network and Internet Service Providers to resolve
problems, and utilize a trouble ticketing program to track all incidences. NOC contact information is available at
the Illinols Century Network website at wwwi.illinols.net and may be reached by calling 312.814.3648 Option 2 or
by emall at doit.icn.noc@illinois.gov. DolT shall perform regular and emergency maintenance on the network
including upgrades to hardware and software, configuration changes or enhancements, or to increase network
capaclty and performance. DolT has establlshed malntenance windows as detalled at http://www.illinois.net. DolT
will perform emergency network malintenance outside of the maintenance window based on the urgency, as
determined by DolT, of the maintenance. Customers of the network will be notified by emall at least five business
days in advance of planned maintenance and DolT wili attempt, when reasonably possible, to notify customers by
email for emergency maintenance outside the maintenance window.

ARTICLE 9 ~ DEFAULT; SUSPENSION OF SERVICE

9.1 Customer Default.

9.1.1  Customer is in default of this Agreement if Customer (a) fails to cure any monetary breach within
five (5) days of receiving notice of the breach from DolIT; (b} falls to cure any non-monetary breach
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of any terms of the agreement within thirty {30} days of receiving notice of the breach from DolT;.

or {c} files or Initiates proceedings or has proceedings filed or Initiated agalnst it, seeking
liquidation, reorganization or other relief (such as the appointment of a trustee, recelver,
liquidator, custodian or such other official) under any bankruptcy, insolvency or other similar law
(each such event shall be a “Customer Default”).

9.1.2 In the event of a Customer Default, DoIT may suspend Services to Customer untll Customer
remedles the Customer Default, or DolT may terminate this Agreement and/or any or all of the
Services being provided hereunder, DolT may at its sole option, but without any obligation, cure
a non-monetary breach at Customer's expense at any point and Invelce Customer for the same.
These remedies are in addition to and not a substitute for all other remedies contained in this
Agreement or avallable to DolT at law or in equity.

9.2 DolIT Default.

9.2.1 DolTis in default of this Agreement if DolT fafls to cure any non-monetary breach of any material
term of this Agreement within thirty (30} days of recelving written notice of the breach from
Customer {“DolT Default”); provided, however, that Customer expressly acknowledges that failure
to meet the Service Avallability Objectives in the SLA Is not subject to a claim of a DolT Default.
Customer's exclusive remedies for any failure of DolT to meet the Service Availability Objectives

are set forth In the SLA.

9.2.2 In the event of a DolT Default, Customer may terminate the Services and the Agreement upon
written notice to DolT. Any termination shall not relieve Customer of Its obligations to pay all
charges incurred hereunder prior to such termination.

ARTICLE 10 - IMPOSITIONS

10.1 All charges for the Services are exclusive of any Impositions (as defined below). Except for taxes based on
DolT's net income, Customer shall be responsible for payment of all applicable taxes that arlse In any jurisdiction,
including, without limitation, value added, consumptlion, sales, use, gross recelpts, excise, access, bypass, franchise
fees, rights of way fees or charges, license or permit fees, or other taxes, duties, fees, charges or surcharges
{including regulatory fees), however designated, imposed on Incident to, or based upon the provision, sale, or use
of the Services (“Impositions”). Such Impositions may be shown on Invoices as cost recovery fees. If Customer is
entitled to an exemption from any Impositions, Customer is responsible for presenting DolT with a valid exemption
certificate {in a form reasonably acceptable to DolT). DolT will give effect to any valid exemption certificate provided
in accordance with the foregoing sentence to the extent it applles to any Service billed by DolT to Customer following
DolT's receipt of such exemption certificate. Customer shall indemnlfy, defend and hold DolT harmless from
payment and reporting of all such impositions, including costs, expenses, and penaltles incurred by DolT in settling,
defending or appealing any claims or actions brought against DolT refated to, or arising from, the non-payment of

Impositions.
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ARTICLE 11 — CONFIDENTIALITY

11.1 Confldenthallty. Each Party, including its agents and subcontractors, to this Agreement may have or gain
access to confidential data or Information owned or maintalned by the other Party In the course of carrying out Its
responsibilities under this Agreement. Customer shall presume all information received from DolT or to which it
gains access pursuant to this Agreement Is confidential, Customer information, unless clearly marked as
confidential and exémpt from disclosure under the Hlinois Freedom of Informatlon Act, shall be considered public.
No confidential data collected, maintained, or used In the course of performance of the Agreement shall be
disseminated except as authorized or required by law either during the period of the contract or thereafter. The -
Customer must return any and all data collected, maintained, created or used In the course of the performance of
the Agreement, in whatever form it is h’laintalned, promptly at the end of the Agreement, or earlier at the request
of DolT, or notify DolT in writing of Its destruction. Any agent or subcontractor of Customer shall also be held to
these confidentiality provisions, and Customer shall be responsible for any breach thereto by its agents or
subcontractors. The foregoing obligations shall not apply to confidential data or information lawfully in the
receiving Pai'l:y’s possession prior to Its acquisition from the disclosing Party; received in good falth from a third-
party not subject to any confidentiality obligation to the disclosing Party; now is or later becomes publicly known
through no breach of confidentiality obllgatldn by the recelving Party; or Is independently developed by the ‘
recelving Party without the use or benefit of the disclosing Party’s confidential informatlon. Notwithstanding the
above, nothing herein is Intended to prevent or restrict DolT or the State of lllinois from complying with all
requirements of the illinois Freedom of Information Act (5 ILCS 140).

ARTICLE 12 - CUSTOMER’S REPRESENTATIONS

121 Customer represents each of the following:

e lthasall necessary power and authority to enter this Agreement and to perform all of its obligations
hereunder and to manage and control and ensure each Individual or entity that Customer authorizes,
permits or allows to access the ICN or related services and equipment or facilities also complies with the
terms of this Agreement in exerclsing such individual's access.

e This Agreemant has been duly and validly autherized, executed and delivered by Customer and
constltutes its valid and binding obligation.

¢ In performing Its obligations hereunder, Customer will comply with all laws, rules and regulations of all
governmental bodies having jurisdiction. Customer acknowledges that it is solely responsible for being
aware of, and In compliance with, these applicable laws, rules and regulations, and that DolT and the
State of Hlinois shall not be llable or responslible for Customer's fallure to comply.

e Customer holds all required regulatory authorizations and permits to perform this Agreement according
to its terms.

e Customer's obligations under this Agreement do not conflict with any other agreement.
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ARTICLE 13 = DOIT’S REPRESENTATIONS

13.1 DolT represents the followlng:

o DolT has all necessary power and authority to enter this Agreement and to perform all of its obligations
hereunder.

o This Agreement has been duly and validly authorized, executed and defivered by DolT and constltutes its
valid and binding obligation.

e In performing its obligations hereunder, DolT will comply with ail laws, rules and regulations of all
governmental bodies having jurisdiction.

¢ DolT holds all required regulatory authorlzations and perfn!ts to provide the Services identified herein.

ARTICLE 14 — DISCLAIMER OF WARRANTY

14.1  DolT and the State of lllinois disclaim all express or implied warranties, including without limitation,
warranties of title, non-Infringement, merchantabllity, or fitness for a particular purpose. Except as expressly set
forth In the Agreement, customer assumes total responsibility for use of the Services,

In addition to any other disclaimers of warranty stated in the Agreement, DolIT and the State of lllinois make no
warranty, guarantee, or representation, express or implied, that all security threats and vuinerablilties will be
detected or that the performance of the Services wilf render Customer’s systems'lnvulnerable to security breaches,
and DolT shall not be responsible for any such vulnerability. Customer s responsible for Customer’s own network
security policy {including applicable firewall and Network Address Translation (NAT) policles) and security response

procedures.

ARTICLE 15 ~ LIMITATION OF LIABILITY

15.1  Neither Party, the State of lllinois, their affiliates, agents, or contractors shall be liable for any indirect,
incidental, special, reliance, punitive, or consequential damages or for any loss of, or cost to recover, data, use,
business, revenues, profits, or goodwlll relating to the services performed under this Agreement, or any action or
omission relating to third parties, regardless of the legal theory under which such liabllity is asserted. Customer’s
indemnity obligations stated In this Agreement are exclusive of, and in no way limited by, this Sectlon 15.1.

Any Customer claims relating to this Agreement must be brought within sixty (60) days following the end of the term
or termination of the Services Order at issue.

ARTICLE 16 ~ LIMITATION OF SERVICE

16.1 Notwithstanding any other provision in this Ag'reement, this Agreement applies only to Services provided
directly to the Customer for the Customer’s use, These provisions shall not apply to offerings by the Customer for
services to third parties. This Agreement does not constitute a jolnt undertaking for the furnishing of any service to
customers or other third parties of the Customer. Services provided to the Customer under this Agreement may be
connected to other facilities between certain locations and thereby constitute a portion of end-to-end service
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furnished by the Customer to Its customers or third parties. DolT does not undertake to offer any services to any
person or entity other than the Customer.

ARTICLE 17 - INDEMNIFICATION

17.1  To the extent allowed by law and subject to the terms and conditions set forth below, Customer agrees
to indemnify, defend and hold harmless DolT, its affiliates, the State of lllinois and their respective officers,
officlals, directors, employees and agents, from and against any and all liabilltles, damages, taxes, tax penaltjes,
claims, deficlencies, assessments, losses, suits, proceedings, actions, investigations, penalties, Interest, costs and
expenses of any kind, including without limitation, fees and expenses of counsel {(whether sult Is instituted or not
and, If Instituted, whether at trial or appellate levels) {collectively, the "Liabilities"), arising from or in connection
with any and all claims, liens, damages, obligations, actions, sults, judgments, settlements or causes of action of
every kind, nature and character, In connection with or arising out of the acts or omissions of Customer or Its
employees, representatives, contractors, agents, officers or officials, third parties of the Customer using the
services provided in this Agreement, including any breaches or violations by Customer of any of the covenants or
agreements contained in this Agreement. This Section shall not relieve Customer from any liabllity It may have
for its own negligence or misconduct, whether by act or omission, and the negligence or misconduct, whether by
act or omission, of its employees, agents, officers, officlals and directors, representatives, or contractors, The
obligations and covenants contalned In this Section shall survive the expiration or termination of this Agreement.

ARTICLE 18 — FORCE MAJEURE

18.1  Notwlithstanding anything to the contrary contained in this Agreement neither Party shall be liable for loss
or damage or deemed to be in breach of this Agreement due to such Party's failure or delay of performance, wholly
or in part, under this Agreement if such fallure or delay of performance is due to causes beyond such Party's
reasonable control ("Force Majeure Event"), Including but not limited to: acts of God, fire, flood, explosion, storm
or other catastrophic event; strikes or work stoppages; lockouts; acts of any government authority or of any clvil or
military authority including regulatory mandates; national emergencies, cable cut(s); sabotage; insurrections; riots;
wars; and unforeseen acts of third Parties that cannot be avolded by acts of due care. Any delay resulting from a
Force Majeure Event shall extend performance accordingly or excuse performance, in whole or In part, as may be
reasonable.

ARTICLE 19 — MISCELLANEQUS PROVISIONS

19.1 IP Address Allocatlon Policy. DolT shall provide all Internet Protocol ("IP") addresses needed for
Customer and its equipment to use for the sole purpose of using the ICN to access the Internet and Intranet,
provided that DolT retains sole and absolute administrative control of each IP address provided, including without
limitation, determining system requirements and deployment of each IP address, network scanning, n'ionitoring
system use, and denying asslgnment of or revoking assignments of addresses. Use of DolT addresses on other
provider networks without DolT written consent is prohibited.

15.2 Network Securlty Management. DolT staff routinely become aware of advanced persistent threats

(APTs), or generally hostile state actors attacking state and local governments, universities and cther ICN’
constituents. DolT will provide network securlty and managed services, including scanning for vulnerabllities on
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network systems, as further described in Appendix B, the terms and conditions of which are attached hereto and
incorporated herein.

19,3  SLA Credits. All credits for any type of disruption In services shall be governed by the SLA. These credits
shall be the Customer’s sole and exclusive remedy for any disruption or interruption of the Services in this
Agreement, The Customer must be In good standing with DolT and the State of linois with respect to account
receivables being current in order to submit a claim for, or receive, any credits,

19.4 Resale, For Services purchased or received under this Agreement, Customer shall prohibit, prevent, and
not engage in any resale.

19.5  Connecting to ICN. For Services purchased or received under this Agreement Customer shall prohibit and
prevent any other non-Customer entity from accessing, connecting to or interconnecting with the ICN in any
manner or by any means.

19.6 Disruption of Service. DolT reserves the right to block and/or terminate any connection to the ICN which
is identifled as causing a disruption of service on the backbone or to other customer connections and networks.

19.7  Applicable Law. This Agreement will be governed by the laws of the State of lllinois, without reference to
its cholce of law rules. Any claim against the State arising out of this Agreement must be filed exclusively with the
lllinols Court of Claims (705 ILCS 505/1). The State shalt not enter into binding arbitration to resolve any
agreement dispute. The State of Illinois does not walve sovereign immunity by entering into this Agreement.
The official text of cited statutes is Incorporated by reference {An unofficial version can be viewed at
www.llga.gov/legislation/llcs/ilcs.asp. In compliance with the lllincis and federal Constitutions, the lllinois Human Rights

Act, the U. S, Clvil Rights Act, and Section 504 of the federal Rehabilitation Act and other applicable laws and rules
the State does niot unlawfully discriminate In employment, contracts, or any other activity.

19.8 Right and Authorlty. Each of the Parties hereto represents and warrants to the other that this Agreement
shall be binding upon and Inure to the benefit of each of the Partles hereto and their respective agents, servants,

employees, representatives, affiliates, heirs, executors, transferees, successors, and assigns, as the case may be.

19.9 Notlces. If to DolT: All inquiries and notices shall be, in writing, addressed to DolT at 120 West Jefferson
Street, Springfield, lllinols 62702, or by emall at DolT.ICN@illinols.gov.

If to Customer: All Inquirles and notices shall be addressed to Customer using the contact informatlon and
addresses provided below, or by email at an email address designated by Customer.

For Administrative Notices:
For Bllling Notices:
For Legal Notices:

For Malntenance Notices:
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19.10 Use of Marks. Nelther DelT nor Customer shall directly or indirectly hold itself out as or otherwise create
the impression that it is sponsored, authorized, endorsed by, afflliated with, or an agent of the other Party or
affillate or successor thereof, including but not limited to using the hame DolT or DolT Backbone Network or ICN or
the name of Customer, or of any affillate, or any colorable imitation thereof in, or as part of, any DoiT or DoiT
Backbone Network or ICN name or trade name (collectively, the "Marks"), or in any other confusing or misleading
manner without the written consent of the other Party. The Parties acknowledge that all Marks are the exclusive
property of the Party that Is lawfully registered to hold such Marks. Customer may not utifize DolT and DolT
Backbone Netwark and ICN Marks In Its advertising without DolT's prior written consent, and only as long as It
complies with all policies and procedures pertaining to this use prescribed by DolT from time to time. Customer
shall not use the Marks for any other purpose without the express prior written consent of DolT,

19.11 Severability. If any provision of this Agreement is declared or found to be illegal, unenforceable, or void,
the Partles shall negotiate In good faith to agree on a substitute provision that Is legal and enforceable and is as
near as possible consistent with the Intentions underlying the original provision. If the remainder of this
Agreement s not materially affected by such declaration or finding and Is capable of substantial performance, then
the remainder shall be enforced to the extent permitted by law.

19.12 Interpretation. The construction of this Agreement shall not be construed against the Party causing its
preparation but shall be interpreted on the basis of the plain meaning of the terms used which have been reviewed
b\} both Partles in consultation with their respective counsel. Any provision of this Agreement officially declared void,
unenforeeable, or against public policy, shall be ignored and the remaining provisions shall be interpreted, as far as possible,

to give effect to the Parties’ Intent. All provisions that by thelr nature would be expected to survive, shall survive’

termination. In the event of a conflict between DolT’s and Customer’s terms, conditions and attachments, DolT’s
terms, conditions and attachments shall prevail.

19.13 Avallabllity of Appropriations (30 ILCS 500/20-60). This Agreement is contingent upon and subject to the
avallability of funds. DolT, at its sole option, may terminate or suspend this Agreement, In whole or in part, without
penalty or further payment or obligation being required, if (1) the lllinois General Assembly or the federal funding
source fails to make an appropriation sufficient to pay or fulfill such obligation, or if funds needed are insufficient
for any reason, {2) DolT reserves funds, or the Governor decreases DolT’s funding by reserving some or all of DoiT's
appropriation(s) pursuant to power delegated to the Governor hy the lllinols General Assembly; or (3) DolT
determines, in its sole discretion or as directed by the Office of the Governor, that a reductlon Is necessary or
advisable based upon actual or projected budgetary considerations, Customer will be notified in writing of the failure
of appropriation or of a reductlon or decrease,

19.14 Modifications. DolIT reserves the right to modify this Agreement at any time. DolT shall provide 30 days
prior written notice to Customer of any modification adopted by DolT.

19.15 Asslgnabllity. Customer may not assign this Agreement or any of its obligations hereunder without DolT's
prior written consent.

19.16 Remedies. The rights and remedies of DolT hereunder shall not be mutualllv exclusive; l.e., the exercise of
one (1) or more of the provislons hereof shall not preclude the exercise of any other provision hereof. Customer
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acknowledges, confirms and agrees that damages may be Inadequate for a breach or a threatened breach of this
Agreement and, in the event of a breach or threatened breach of any provision hereof, the respective rights and
obligations hereunder shall be enforceable by spécific performance,' injunction or other equitable remedy.

Nothing contained in this Agreement shall limit or affect any rights at law or by statute or otherwise for a breach or
threatened breach of any provision hereof, it belng the intent of this provision to clarify that the respective rights
and obligations of the Partles shall be enforceable in equity as well as at law or otherwise.

19.17 FOIA. This Agreement and all related public records malintained by, provided to, or required to be
provided to DolT or the State of Illinols are subject to the Ilinois Freedom of Information Act notwithstanding any
provision to the contrary that may be found in this Agreement. 5 ILCS 140,

19.18 Entire Agreement. This Agreement, the Service Level Agreement, and all applicable Service Orders
consists of all the terms and conditions contained herein which articulate the full and complete undersfandins of
the Partles pertaining to the subject matter of this Agreement. This Agreement supersedes any prior or
subsequent understandings, proposals, representations, discussions, and/or agreements (oral or written), absent a

specific reference therein superseding this Agreement.

19.19 HeadIngs. The section headings in this Agreement are inserted as a matter of convenience and In no way
define, limit, or describe the scope of extent of such section, or affect the interpretation of this Agreement

19.20 No Third Party Rights. This agreement is made only between the Parties hereof and shall not establish
rights In any third party as a third party beneficiary or otherwise.

19.21 Counterparis/Facsimile Signatures. This Agreement may be executed in two or more counterparts, each
of which shall be deemed an original, but all of which together shall constitute one and the same instrument. This
Agreement may be delivered by facsimile transmisslon and facsimile signatures shall be treated as original signatures

for all applicable purposes.

Department of Innovation and Technology {DolT} [Customer name)
Signature: Signature:

By: Printed Name:
Printed Name: Date:

Date; — Title:

Title:
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NOTE: Pursuant to Section 1.5 of the Master Service Agreement (*MSA”), to the extent that
Cisco Systems, Inc. (“Clsco”) preducis and services are made availoble for Customer’s use In
connection with the Services provided under the MSA, Customer agrees to be bound by the
terms and conditions of this Appendix A (including Exhibit 1 and Exhibit 2) attached hereto
and Incorﬁorated herein. DoiT shall have no Hability to Customer for any eloims or domages
related to the Cisco products and services.

Appendix A

Cisco End User License Agreement

I

Scope and Applicabllity

11

12

This End User License Agreement {"EULA"} between You and Clsco covers Your use of the Cisco Umbrella
Software and Cloud Services (“Cisco Technology”) distributed to You by Your Approved Source as part of
thelr dellvery of services to You In Your use of the illinols Century Network. This document also Incorporates
any Product Specific Terms that may apply to the Cisco Technology, the Product Specific Terms set forth in
Exhlbits 1 and 2 for Appendix A. Definitlons of capitalized terms are In Section 14 (Definltions).

You agree to be bound by the terms of this EULA through Your express agreement to this EULA.

Using Cisco Technology

21

2.2

2.3

License and Right to Use. Cisco grants You and Your Authorized Third Parties a non-exclusive, non-
transferable (except as contemplated herein and under Your Approved Source’s Enterprise Agreement
Program Terms with Cisco}:

(a) llicerise to use the Software; and
{b) right to use the Cloud Services

both as acquired from Your Approved Source, for Your direct benefit during the Usage Term and as set out
in Your Entitlement and this EULA (collectively, the “Usage Rights”). For the avoidance of doubt, You and
Your Approved Source may freely change, at any time, which individuals/entities are assoclated or assigned
to each license In the overall license count that is specified In Your Entitlement, within the required limit.

Use by Third Parties. You may permit Authorized Third Partles to exercise the Usage Rights on Your behalf,
provided that such Authorized Third Partles comply with this EULA.

Beta and Trial Use. If Cisco grants You Usage Rights In the applicable Cisco Technology on a trial, evaluation,
beta or other free-of-charge basis (“Evaluation Software and Services”):

(a) You may only use the Evaluation Software and Services on a temporary basls for the period limited
by the license key or specified by Cisco in writing. If there is no period identified, such use Is limited
to 30 days after the Evaluation Software and Services are made avallable to You, unless otherwise
agreed to by Cisco;

(b)  If You fail to stop using and/or return the Evaluation Software and Services or the equipment on
which it is authorized for use by the end of the trial period, You may be Involced for use, however
any Involcing will be subject to a new procurement or mutually agreed upen change order with the
Approved Source as well as prior approvals from You and Your Approved Source and the
requirements and limltations of applicable laws, rules, and regulations, including but not limited to
the Ilinols Procurement Code (30 ILCS 500) and the illincis Criminal Code {720 ILCS 5/33E-9);

{c) Clsco, In 1ts discretion, may stop providing the Evaluation Software and Services at any time, at which
point You will no longer have access to any related data, information, and-files through the
Evaluation Software and Services and must cease using the Cisco Technelogy; In such event, to the
extent practicably feasible and reasonable, Cisco will provide You the opportunity to recelve a copy
of any related data, Information, and files In a non-proprietary format for Your own records; and

(d)  The Evaluation Software and Services may not have been subject to Clsco’s usual testing and quality
assurance processes and may contaln bugs, errors, or other issues. Except where agreed in writing
by Cisco, You will not put Evaluation Software and Services Into production use. Cisco provides
Evaluatlon Software and Services “AS-IS” without support or any express or implied warranty or
indemnity for any problems or Issues. Clsca’s wlll not have any liability relating to Your use of the
Evaluation Software and Services.
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2.4 Upgrades or Additional Copies of Software. You may only use Upgrades or additlonal copies of the

Software beyond Your license Entitlement if You have:

{a) acquired such rights under a support agreement covering the applicable Software; or

(b}  You have purchased the right to use Upgrades or additional copies separately, in which case such
purchase will be subject to a new procurement or mutually agreed upon change order as well as
prior approvals from You and Your Approved Source and the requirements and limitations of
applicable laws, rules, and regulations, including but not fimited to the Illinols Procurement Code
(30 ILCS 500) and the lllinols Criminal Code (720 ILCS 5/33E-9) .

2.5 Interoperabllity of Software. If required by law and upon Your or Your Approved Source's request, Clsco
" will provide You with the information needed to achleve Interoperabllity between the Software and
ancther independently created program, provided You or Your Approved Source agree(s) to any additional

terms reasonably determined by You or Your Approved Source and required by Cisco, and subject to Your

or Your Approved Source’s prior review and agreement: To the extent that such information constitutes

Confidential Information as outlined In Section 5 below, You will hold it In confldence as permitied by

applicable laws, regulations, and rules. ‘

2.6 No Subscription Renewal. Usage Rights in Cisco Technology acqulred on a subscription basis will not
automatically renew.

Addhtlonal Condltlons of Use

31 Cisco Technology Generally. Except as permitted hereln and in Your Approved Source’s Enterprise

Agreement Program Terms with Clsco, and except as otherwlse expressly agreed in writing by Clsco, You

may not;

(a}  transfer, sell, sublicense, monetize or make the functlonality of any Clsco Technology avallable to
any third party;

{b)  use the Software on second hand or refurbished Clsco equipment not authorized by Cisco, or use
Software that Is licensed for a specific device on a different device {(except as permitted by Clsco
under Cisco’s License Portabllity Policy located at
https: .cisco.com/c/dam/en us/about/doing business/legal/policy/Software License Porta
bility Policy FINAL pdf or otherwise; for the avoldance of doubt, Clsco’s License Portablilty Policy Is
not intended-to impose any legal obligations on You; to the extent that Clsco's License Portability
Policy has language that purports to impose any legal obligations on You, such language Is not
binding on or applicable to You);

(¢}  remove, madify, or conceal any product identification, copyright, proprietary, intellectual property
notices or other marks; _ ‘

{d}  reverse engineer, decomplle, decrypt, disassemble, modify, or make derivative works of the Cisco
Technology; or

(e)  use Cisco Content other than as part of Your permitted use of the Cisco Technology.

3.2  Cloud Services. You will not Intentlonally: '

{a)  Interfere with other customers’ access to, or use of, the Cloud Service, or with Its security;

{b) facilitate the attack or disruption of the Cloud Service, including a denlal of service attack,
unauthorized access, penetration testing, crawling or distribution of malware (Including viruses,
trojan horses, worms, time bombs, spyware, adware and cancelbots);

{c)  cause an unusual spike or Increase in Your use of the Cloud Service that negatively impacts the Cloud
Service's operation; or

(d)  submit any information that is not contemplated In the applicable Documentation.

3.3  Evolving Ciseo Technology

(a)  Changes to Cloud Services. Clsco may:

(1) enhance or refine a Cloud Service, although In doing so, Cisco will not materially reduce the
core functionality of that Cloud Service, except as contemplated In this Sectlon and 3.3(b); in
“such event, Cisco will notify You of the changes; and '

{2)  perform scheduled maintenance of the infrastructure and software used to provide a Cloud
Service, during which time You may experlence some reasonable temporary disruption to
that Cloud Service. Where reasonably practicable, Cisco will provide You with reasonable
advance written notice of such maintenance. You acknowledge that from time to time, Cisco
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may need to perform emergency maintenance without providing You advance notice, during
which time Cisco may temporarily suspend Your access to, and use of, the Cloud Service
however Cisco shall use reasonable efforts to notify You as soon as possible of such
emergency maintenance.

{b)  End of Life

{1)  Clsco may end the life of Clsco Technology, Including component functionality ("EOL"), by
providing prior written notlce to You via Clsco’s  website at

hitps://www.cisco.com/c/enfus/pr ps-eol-listing.html.  Additlonally, You may
register for email notifications at
isco.com/fc/enfus/su ols/ens/notifications.html. For the

avoldance of doubt, the information contalned at the preceding weblinks Is not intended to
impose any legal obligations on You; to the extent that any content in the preceding weblinks
contalns language that purports to Impose any legal obligations on You, such language Is not
‘binding on or applicableto You. If You or Your Approved Source prepaid a fee for Your use of
Cisco Technology that becomes EOL before the explratlon of Your then-current Usage Term,
Clsco will use commerclally reasonable efforts to transition You to a substantially similar Clsco
Technology. If Clsco does not have substantlally simliar Clsco Technology, then Your
Approved Source will recelve a refund from Clsco or a Cisco Partner of any unused portion of
the prepaid fee for the Clsco Technology that has been declared EOL (“EOL Refund”).

{2) The EOL Refund will be calculated from the last date the applicable Cisco Technology is
available to the last date of the applicable Usage Term.

3.4 Protecting Account Access. You will endeavor to keep all account information reasonably up to date, use
reasonable means to protect Your account Informatlon, passwords and other login credentlals, and
promptly notify Cisco and Your Approved Source of any known or suspected unauthorized use of or access
to Your account.

3.5 Use with Third Party Products. If You use the Clsco Technology together with third party products, such
use Is at Your risk. You are responsible for complylng with any applicable third-party provider terms,
provided that You shall have prlor notice of the applicable terms and an opportunity to review and agree
to such terms. Cisco does not provide support or guarantee ongolng Integration support for third-party
products that are not a natlve part or component of the Clsco Technology.

3.6 Open Source Software. Open source software not owned by Clsco Is subject to separate license terms as

set out at www.cisco.com/go/opensource. To the extent that any Cisco Technology contains open source
software, the applicable open source software licenses will not materlally or adversely affect Your ability

to exercise Usage Rights In the applicable Cisco Technology.

Fees

If applicable, any fees for Your use of Clsco Technology are set out in Your agreed-upon purchase terms with Your
Approved Source. If You use Clsco Technology beyond Your Entitlement {“Overage”), Your Approved Source may
invalce You for such Overage; however, any invoicing Is subject to a new procurement or mutually agraed upon
change order as well as prior approvals from You and Your Approved Source and the requirements and limitations
of applicable laws, rules, and regulations, including but not limited to the Illinols Procurement Code (30 ILCS 500)
and the lllinols Criminal Code (720 ILCS 5/33E-9), and to the extent legally permitted, You agree to use reasonable
efforts to obtain necassary approvals. If You cannot obtain necessary approvals, You will cease all use of the

Overages.

Confidential Information and Use of Data

5.1 Confidentiality

{a)  Reclpient will hold in confldence and use no less than reasonable care to avold disclosure of any
Confldentlal Information (except that which Is required .to be disclosed pursuant to law
enforcement, court order, or applicable {aws, rules, and regulations, including the Iilnols Freedom
of Information Act {5 ILCS 140)) to any third party, except for its employees, affiliates and contractors
who have a need to knmy (“Permitted Recipients”).
Reciplent must ensure that its Permitted Reclplents are subject to confidentiallty obligations no less

restrictive than the Reclplent’s obligations under this EULA.

(b} Such nondisclosure obligations will not apply to Information:

{1}  which is known by Reciplent without confidentiality obligations;
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5.2

5.3

{2)  which Is or has become public knowledge through no fault of Reziplent;

{3)  which Is Independently developed by Recipient; or

{4)  to the extent It Is required to be disclosed pursuant to law enforcement, court order, or
applicable laws, rules, and regulations, including but not limlted to the Illincis Freedom of
Information Act (30 |LCS 500),

{c)  Reciplent may disclose Discloser’s Confidentlal Information If required under a regulation, law or
court order. Recipient will reasonably cooperate, subject to prior approval and discretion of the
llinols Attorney General (if You are Reclplent), at Discloser’s expense, regarding protective actlons
pursued by Discloser.

{d) Upon the reasonable request of Discloser, Reclplent will elther return, delete or destroy all
Confidential Information of Discloser, except that You may retain Clsco’s Confidential Information to
the extent that it is required to be retained by applicable laws, rules, or regulations.

How We Use Data. Clsco will access, process and use data In connection with Your use of the Cisco

Technology In accordance with applicable privacy and data protection laws. For further detalls, vislt Cisco’s

Security and Trust Center at https://www.clsco.com/c/enfus/about/trust-center/systems-
information.html.  For the avoidance of doubt, the Information contained at
-/ fwww cisco.com/c/enfusfabout/trust-center/systems-information.html is not intended to impose
any additional obligations on You. To the extent that https://www.cisco.com/c/en/us/about/trust-
renter.s, stems-information.html contains content with language that purports to Impose obligations on
You, such language is not binding on or applicable to You.
Notlce and Consent. To the extent Your use of the Cisco Technology requires it in compliance with
applicable law, You are responsible for providing notice to and obtaining consents from Individuals, to the
extent legally necessary, regarding the collection, processing, transfer and storage of their data through
Your use of the Cisco Technology.

6. Ownership

6.1

6.2

Except where agreed In writing and as s otherwise provided In this EULA and Your Approved Source’s
Enterprise Agreement Program Terms with Cisco, nothing in this EULA transfers ownership in, or grants any
other license to, any Intellectual property rights. You retain any ownership of Your content and Clsco
retalns ownership of the Clsco Technology and Cisco. Content. To the extent that use of the Cisco
Technology resuits in any of Your {or the Authorized Third Partles’ or Your Approved Source’s) Customer
Content beling collected, used, stored, or malntained by Cisco, Clsco must {i) return such content and data
In a non-proprietary format, at-Your request; or {il} notify You In writing of Its destruction. “Customer
Content” means data, such as text, audio, video or image flles, provided by You {or the Authorized Third
Parties or Your Approved Source) to Cisco in the use of the Cisco Technology.

Clsco may use feedback You provide in connection with Your use of the Cisco Technology as.part of Its
general business operatlons and for providing You the Cisco Technology contemplated hereln,

7. Indemnification

71

7.2

Clalms. Cisco will defend any third party clalm against You that Your valid use of Cisco Technology under
Your Entitlement infringes a third party's patent, copyright, trade secret, registared trademark, or any other
intellectual property right {the “IP Claim"”). Clsco will hold You harmless and indemnify You against the final
Judgment entered by a court of competent jurisdiction or any settlements arising out of an IP Clalm. You

shall:

.(a)  promptly notify Clsco and Your Approved Source in writing of the IP Claim;

(b)  reasonably cooperate with Clsco {and Your Approved Source to the extent applicable) in the defense
of the IP Clalm, sublect to the prlor approval and discretion of the Illinols Attorney General; and

(c}  Subject to the prior approval and discretlon of the lilinols Attorney General, grant Cisco the right to
exciusively control the defense and settlement of the IP Claim, and any subseguent appeal.

Additional Remedles. If an |P Claim [s made and prevents Your exercise of the Usage Rights, Clsco will either
procure for You the right to continue using the Cisco Technology, for which cost will be borne exclusively
by Clsco, of replace or modify the Clsco Technology with functionality that Is at least equivalent. If Cisco or
Your Approved Source determine(s) that these alternatives are not reasonably avallable or functional for
Your use, elther party may terminate Your Usage Rights granted under this EULA upon written notice to
the all partles, and Clsco or the Cisco Partner will refund Your Approved Source a prorated portlon of the
fee Your Approved Source paid for the Cisco Technology for the remainder of the unexpired Usage Term.
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7.3

Excluslons, Clsco has no obligation with respect to any IP Clalm that would not have occurred but for:

{a)
(b}

{c)

{d)

(e)

(f)

Cisco’s compllance with any designs, specifications, or requirements provided by You, or by a third
party specifically designated and authorlzed by You in writing to provide such Information;

Your unauthorized modification of any Cisco Technology, or the unauthorized medification by a third
party;

unrelated services that you provide to users In connection with the Clsco Technology; for the
avoidance of doubt, Clsco shall remain llable where an IP Claim arises from an authorized use of
Clsco Technology;.

the unauthorized combination, operation, or use of the Cisco Technology with non-Clsco
products, software or business processes;

Your failure to modify or replace the Clsce Technology as reasonably required by Cisco, provided
that You ret_:eived at least ten (10) business days’ prlor wrltten notice from Clsco that the
modification or replacement was necessary to avold potential infringement; or

Any Clsco Technology provided on a no charge, beta, or evaluation basls.

This Section 7 states Cisco’s entire obligation and Your exclusive remedy regarding any IP Claim against You.

8. Warranties and Representatlons
Performance, Clsco warrants that:

8.1

8.2

83

{a)

(b)

for a period of 90 days from the Delivery Date or longer as stated In Documentation, or on
www.clsco.com/go/warranty, the Software substantially complies with the Documentation (For the
avoidance of doubt, the Information contalned at www.cisco.com/go/warranty Is not intended to
impose any additional obligations on You. To the extent that www.clsco.com/go/warranty contains
content or language that purports to impose additional obligations on You, such language is not
binding on or applicable to You); and

durlng the Usage Term, It provides the Cloud Services with commerclally reasonable skill and care
In accordance with the Documentation and Product Specific Terms.

Mallcious Code. Clsco warrants that it will use commerclally reasonable efforts to dellver Clsco Technology
free of Maliclous Code, and will not Intentionally introduce Mallclous Code into the Clsco Technology.

Qualifications.

(a)

(b}

{c)

Sectlons 8.1 and 8.2 do not apply If the Cisco Technology or the equipment on which It Is authorized
for use:

{1)  has been altered, except by Cisco or Its authorized representative; for clarlty, alterations
contemplated are not intended to apply to user-adjustable settings present in the Clsco

Technology,
{2} has been subjected to abnormal physical conditions, accident, or negligence, or unauthorized
installation or unauthorized use inconsistent with this EULA or Cisco’s instructions;
{3) Is acquired on a no charge, beta or evaluation basis;
{(4) is nota Cisco-branded product or service; or
{5)  has not been provided by an Approved Source.
Upon Your prompt written notification to the Approved Source during the warranty perlod of Clsco’s
breach of this Sectlon 8, Your and Your Approved Source’s sole and exclusive remedy (unless
otherwise required by applicable law) is, at Clsco’s option, either:
(1) repair or replacement of the applicable Cisco Technology at Clsco’s sole cost with
‘functionality.that Is at least equivalent; or
(2)  arefund of either;
(A)  the license fees pald for the non-conforming Software; or

(B)  the fees paid for the period in which the Cloud Service did not comply, excluding
amounts paid by Cisco under an applicable service level agreement.

Where Clsco provides a refund of license fees for Software, You must cease use of and return or
destroy all coples of the applicable Software except as required to be retained by applicable laws,
rules or regulations.
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10.

11.

(d)  Except as expressly stated In this EULA, to the extent allowed by applicable law, Clsco expressly
disclalms all other warrantles and conditions of any kind, express or implied, including without
{imitation any warranty, condition or other Implled term as to merchantability, fitness for a
particular purpose or nen-Infringement, or that the Cisco Technology will be uninterrupted or
ercor-free,

{g) If You are a consumer, You may have legal rights In Your country of residence that prohibit the
limitations set out in this Section from applying to You, and, to the extent where prohibited, they
will not apply.

Liability

9.1

5.2

9.3

Neither party will be llable for Indirect, incldental, exemplary, speclal, punltive, or consequentlal damages;
or interruption or loss of business; or loss of revenues, profits, goodwlll or anticipated sales or savings.
Where any loss or corruption of data arising from the use of the Cisco Technology s due to Clsco’s negligent
or Intentional acts and omisslons (1) in the performance of services onsite at Your or an Authorized Third
Party's locatlon, Clsco will reimburse You (or Your Approved Source If applicable} for the actual and
reasonable costs of restoring the data, or (il) where Cisco is obligated to store Your or an Authorized Third
Party's data, Cisco will be responsible for restoring the data, with both (1} and {ii) belng subject to the llability
lirnltatlon in Section 9.2 below.

Except for Cisco’s indemnification obligations and bodily Injury damages to person, (Including death) and
property, Cisco’s maximum aggregate liability under this EULA, In conjunction with all claims arising from
all entltles recelving the Clsco Technology under this EULA from Your Approved Source, is limited to: (a) for
claims arlsing from Software licensed on a perpetual basis, the fees paid or payable by Your Approved
Source for that Software or (b) for all other claims arising from Cisco Technology, the fees pald or payable
by Your Approved Source for the applicable Cisco Technology for the subscription term period of the Clsco
Technology that first gave rise to the Hablllty.

This limitatlon of llability applles whether the clalms are in warranty, contract, tort {Including negligence),
or otherwise, even if elther party has been advised of the possibllity of such damages. Nothing In this EULA
limits or exciudes any llabifity that cannot be limited or excluded under applicable law. This limitation of
labllity is cumulative and not per incident.

Termination and Suspenslon

10.1

T_ermlnatlon

{a)  If a party materially breaches this EULA and does not cure that breach within 30 days after receipt
of written notice of the breach, the non-breaching party may terminate this EULA for cause, During
the cure period and upon written natification to You and Your Approved Source, Cisco may suspend
Your Usage Rights If You have materially breached sectlons 3.1 {Cisco Technology), 3.2 (Cloud
Services) or 13.7 (Export)..For the avoidance of doubt, Issues related to delayed payment shall not
be considered a material breach.

(b)  Upon termination of the EULA, You must stop using the Clsco Technology and destroy any copies of
Software and Confldentlal Information within Your control, unless required by law to be retained.

(c) If this EULA Is terminated due to Clsco's materlal breach, Clsco will refund Your Approved Source,
the prorated portion of fees Your Approved Source has prepaid for the Usage Rights beyond the
date of termination,

Verlfication

11.1

11.2

Durlng the Usage Term and for a period of 12 months after its expiration or termination, You will take

reasonable steps to malntaln complete and accurate records of Your use of the Clsco Technology sufficlent

to verlfy compllance with this EULA (“Verlfication Records”). Upon reasonable advance notice, and no

more than once per 12 month periad, You will, within 30 days from Cisco’s written notice, allow Clsco and

its audltors reasonable access to the Verlfication Records and any applicable books, systems (Including

Clsco product{s) or other equipment), and accounts at a time agreed to by You in advance and during Your

normal business hours. '

If the verificatlon process discloses underpayment of fees:

{a)  Any payment of fees not authorized under the applicable Entitlement shall be subject to a new
procurement or mutually agreed upon change order as well as prior approvals from You and Your
Approved Source and the requirements and limitatlons of applicable laws, rules, and regufations,
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12.

13.

including but not limited to the lllinois Procuremenit Code (30 ILCS 500) and the lllinois Criminal Code
{720 ILCS 5/33E-9).

Security and Data Protection Requirements

121

12.2

123

12.4

12.5

Cisco and lts afflllates, representatives, agents, employees, and subcontractors shall only access Your and
Your Approved Source’s and the Authorized Third Parties’ Customer Content, networks, and systems when
such access Is necessary to provide or otherwise dellver Clsco Techneology and seqﬂces contemplated
herein.

Clsco shall implement appropriate administrative, physical, and technical safeguards to protect Customer
Content that are consistent with accepted industry practices. Cisco shall ensure that all such safeguards,
including the manner in which information or data Is collected, accessed, used, stored, processed, disposed
of, and disclosed, .comply with data protection and privacy laws applicable to Cisco In performing Its
obligations under this EULA. Cisco shall not access or attain any personally identifiable Information,
protected classes of informatlon, or ather sensitive Informatlon while providing the services contemplated
herein, except as contemplated In the applicable offer description and data privacy sheets and in
compliance with applicable laws, rules, and regulations, and Clsco agrees that any such Informatlon shall
be protected In the same manner as Is Confldential Information.

Cisco shall have a documented securlty Incident policy and plan and must provide a copy at Your Approved
Source's reasonable request.

Where Cisco has undertaken independent third-party audit Statement on Standards for Attestation
Engagements (“SSAE-18") certifications for particular Clsco Technology, upon request by Your Approved
Source, Cisco will provide annual copies of Its applicable System Operatlon Controls 2 (“SOC2") report(s)
and/or bridge/gap letter(s).

Cisco will notlfy the State of Hllinols Chlef Information Security Officer at DoIT.ICN@&lllinols.gov within forty-
eight (48) hours, or sooner as required by applicable, laws, rules, and regulations, of confirmation of any
information breach or other securlty Incident that Impacts State of Illinols Customer Content. Cisco will
use dlligent efforts to remedy any such breach or Incldent in a timely manner to prevent a reoccurrence.
Cisco will reimburse You (or Your Approved Source, if applicable) the costs of mitigating damages and of
providing legally required notifications to affected individuals.

General Provisions

13.1
13.2
133

13.4

13.5

13.6

Survival. Sections 3, 4, 5, 6, 7, 8,9, 10, 11, 12, 13, and 14 survive termination or expiration of this EULA.
Third Party Beneficlarias. This EULA does not grant any right or cause of action to any third party.
Assignment and Subcontracting.

Neither party may assign or novate this EULA in whole or In part without the other party’s express written
consent.

U. S. Government End Users. The Software, Cloud Services and Documentation are deemed to be
“commercial computer software” and “commercial computer software documentation” pursuant to FAR
12.212 ar!d DFARS 227.7202. All U.S. Government end users acquire the Software, Cloud Services and
Documentation with only those rights set forth in this EULA. Any provislons that are inconsistent with
federal procurement regulations are not enforceable against the U.S, Government, As You are not an entity
of the U.S. Government, the foregoing Is not applicable to Your use of the Clsco Technology

Modifications to the EULA. Any modifications to this EULA must be agreed to In writing by Your Approved
Source (or You, If permitted by Your Approved Source) and Cisco.

Compllance with Laws

{a)  General. Each party will comply with all laws and regulations applicable to thelr respective
obligations under this EULA. For the avoldance of doubt, all Cisco Affiliates performing services
under this EULA and under Your Approved Source’s Entergrise Agreement Program Terms with Clsco
will comply with all applicable laws, rules and regulations Including but not limited to the lllinols
Procurement Code (30 ILCS 500), as such are applicable to Clsco and Affillates. Cisco may restrict the
avallabllity of Cisco Technology in any particular locatlon or modify or discontinue features to
comply with applicable laws and regulatlons, provided that Cisco shall notify Your Approved Source
of modifications or discontinuations that affect Your or Your Approved Source's use of the Cisco
Technology. In the event that such modifications of discontinuatlons materially or adversely Impact
Your or Your Approved Source’s use, Your Approved Source may terminate the order and will recelve
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a refund from Clsco or a Cisco Partner of any fees Your Approved Source has prepaid for the
remalning unused portion of the applicable order.

13.7 Export, Clsco’s Software, Cloud Services, products, technology and services {collectively the “Clsco
Products”) are subfect to U.S. and local export control and sanctlons laws. You acknowledge and agree to
the applicability of and Your compllance with those laws, and You will not knowingly receive, use, transfer,
export or re-expert any Clsco Products In a way that would cause Clsco to viglate those laws. You also agree
to obtain any legzlly required licenses or authorizatlons for export.

13.8 Governing Law and Venue, This EULA, and any disputes arising from it, will be governed by the laws of the
State of lllinols. The Partles hereby submit to the exclusive Jurlsdiction of the lllinols Court of Claims (705
ILCS 505}, or, if applicable and permitted by law and the lllinols Attorney General, a U.S. District Court
located In the State of Illinols, for any questlon or dispute arising out of or relating to this Agreement.

13.9 Notice. Any notice dellvered by Cisco to You and Your Approved Source under this EULA will be dellvered
via email or regular mall or the postings at Clsco.com referenced herein. Notices to Cisco should be sent to
Cisco Systems, Office of General Counsel, 170 Tasman Drive, San Jose, CA 95134 unless this EULA,
applicable Product Speciflc Terms, or an order specifically allows other means of notice.

13.10 Force Majeure. Neither party will be responsible for faflure to perform its obligatlons due to an
unforeseeable event or circumstances beyond its reasonable control and not due to 1ts negligence. Your
Approved Source may terminate this agreement without penalty or further obligation If performance does
not resume within thirty (30) days of Cisco's written notice to Your Approved Source that It Intends to

exercise this provision.

13.11 No Walver. Fallure by elther party to enforce any right under this EULA will not walve that right.

13,12 Severability. If any portion of this EULA is not enforceable, it will not affect any other terms.

13.13 Entire agreement. This EULA Is the complete agreement between the parties with respect to the subject
matter of this EULA and supersedes all prior or contemporanecus communications, understandings or
agreements {whether written or oral).

13.14 Translations. Clsco may provide local language translations of thls EULA In some locations. You agree that
those translations are provided for informatlonal purposes only and If there is any inconsistency, the English
version of this EULA will prevall.

13.15 Order of Precedence. If there Is any conflict between this EULA and any Product Speciflc Terms expressly
referenced in this EULA {set forth In Exhibits 1 and 2), the order of precedence Is:

(a)  Such Product Specific Terms;
(b)  this EULA (excluding the Product Specific Terms and any Clsco policles); then
{c)  any applicable Cisco policy expressly referenced In this EULA.

Definitions

“affiliate” means any corporation or company that directly or indlrectly controls, or Is controlled by, or Is under
comman control with the relevant party, where “control” means to: {a) own more than 50% of the relevant party;
or (b} be able to direct the affalrs of the relevant party through any lawful means.

“Approved Source” as It relates to the State of lllinols’s Entitlement means Clsco or a Clsco Partner; and Approved
Sources as It relates to Your Entftlement means the State of lllinois providing Clsco Technology through the lllinols
Century Network.

“authorized Third Partles” means Your Users, Affiliates, third party service providers, and each of thelr respective
Users, permitted to access and use the Cisco Technology on Your behalf as part of Your Entitlement.

“Clsco” “we” “our” or "us” means Cisco Systems, Inc. or its applicable Afflllate(s).

“Cisco Content” means any:

(a) content or data provided by Clsco to You as part of Your use of the Cisco Technology; and

{b) content or data that the Cisco Technology generates or derives in connection with Your use.

Cisco Content includes geographic and demaln Information, rules, signatures, threat intelligence and data feeds
and Cisco’s compliation of susplcious URLs.

“Cisco Partner’ means a Clsco authorlzed reseller, distributor or systems integrator authorized by Cisco to sell
Cisco Technology.
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“Cloud Service” means the Cisco hosted software-as-a-service offering or other Clsco cloud-enabled feature
described in the applicable Product Specific Terms. Cloud Service Includes applicable Documentation and may
also Include Software.

“Confldential Information” means non-public proprietary Information of the disclosing party {“Discloser”)

obtalned by the receiving party {“Recipient”} in connection with this EULA, which:

{a) s consplcuously marked as confidentlal or If verbally disclosed, Is immediately at the time of disclosure
noted to be confidential and Is promptly summarized thereafter In writing to Reclplent and marked
confldential within three days of verbal disclosure; and ’

(b) s exempt from disclosure under the liinols Freedom of Informatlon Act (5 ILCS 140).

“Delivery Date” means the date agreed [n Your Approved Source’s Entltlement, or where no date Is set forth, the

date that Clsco makes the Cisco Technology available to Your Approved Source for use or download and

Installation, provided !:hat services shall not be deemed to have started or been dellvered prior to the date Your

Approved Source has executed an order with the Clsco Partner.

“Documentation” means the technical specifications and usage materlals officially published by Clsco specifying
the functionalities and capabillities of the applicable Cisco Technology. For the avoidance of doubt, the Information
contained In the relevant Documentation Is not intended to Impose any additional obligations on You. To the
extent that the applicable Documentation contalns content or language that purports to impose additional
obligatlons on You, such language Is not binding on or applicable to You,

“Entitlement” means the specific metrics, duration, and quantity of Cisco Technology that You acquire from Your

Approved Source through Your mutually executed agreement with Your Approved Source.

“Maliclous Code” means code that is deslgned or intended to disable or Impede the normal operation of, or
provide unauthorized access to, networks, systems, Software or Cloud Services other than as intended by the Cisco
Technology {for example, as part of some of Cisco’s security products); which may Include but Is not limited to,
viruses, worms, trap doors, back doors, timers, clocks, counters, or other [Imiting routines, Instructions, or designs
that would erase data or programming or that would otherwise cause the products or services to become
inoperable or incapable of belng used in the manner for which they were designed or in accordance with any

Documentation.

"Product Specific Terms” means additional product-related terms, Including offer descriptions, applicable to the

Clsco Technology You acquire as set forth In Exhibits 1 and 2 to Appendix A.

"Software” means the Cisco computer programs, Including Upgrades, firmware and applicable Documentation.

"Upgrades” means all updates, upgrades, bug flxes, error corrections, enhancements and other modifications to

the Software.

“Usage Term” means the perlod commencing on the Delivery Date and continuing until expiration or termination

of the Entitlement, during which period You have the right to use the applicable Clsco Technology.

“User” means the Individuals (including, contractors, or employees) permitted to access and use the Cisco

Technology on Your behalf as part of Your Entitlement. User alsé includes K-12 educators, staff, and student users
who You allow to use the Clsco Technology contemplated in this EULA as part of recelving services from Your
Approved Source.

“You,” “Your,” “End User,” or “Customer” means the entity receiving the Clsco Technology from the State of Illinols

through the Illinois Century Network.
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Exhibit 1 to Appendix A
Offer Description: Cisco Umbrella
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This Qffer Description (the “Offer Description”) describes Cisco Umbrella (the “Cloud Service®). Your subscription is
governed by this Offer Description and the Cisco End User License set forth in Appendix A (the “Agreement").
Capltallzed terms used in this Offer Description and not otherwise defined herein have the meaning given to them in

the Agreement.

CISCO PUBLIC INFORMATION, Clsco Umbrella Offer Description v7.1.docx
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Offer Description

1. Description

Cisco Umbrella is a cloud security platform that unifies multiple security services in a single cloud-delivered
platform to secure internet access and control cloud app usage from your network, branch offices, and roaming
users. Depending on the package and deployment, Cisco Umbrella Integrates secure web gateway, cloud-
dellvered firewall {"CDFW"), domaln name service {(“DNS”) -layer security, cloud malware protection and cloud
access securlty broker [“CASB”) functionality for effective protettion anywhere users go. Before users connect to
any online destination, Clsco Umbrella acts as a secure onramp to the Internet and delivers deep inspection and
control to support compliance and block threats. Cisco Umbrella is backed by one of the largest threat
intelligence teams in the world, Cisco Talos, and It provides interactive access to threat intelligence through
Cisco Umbrella Investigate to ald In Incident response and threat research. Cisco Umbrella Investigate provides
access to certain Cisco threat Intelligence about mallclous domains, internet protocols addresses (“IPs”),
networks, and file hashes. Using a diverse dataset of blllilons of daily DNS requests and live views of the
connections between different networks on the Internet, Cisco applles statistical models and human Intelligence
to identify attackers’ infrastructures. Cisco Umbrella Investigate data can be accessed via a web-based console
or an application programming interface (“API”). Please consult the Umbrella Documentation for further
information on its technical specificatlons, configuration requirements, features and functionalities. For the
avoidance of doubt, the Informatlon contained in the Umbrella Documentation Is not intended to impose any
additional obligations on You or Your Approved Source. To the extent that the Umbrella Documentation contains
content or language that purports to impose additional obligations on You or Your Approved Source, such
language Is not binding on or applicable to You or Your Approved Source.

Your Cisco Umbrella subscription includes access to Cisco SecureX, Cisco’s integrated security platform that
aggregates threat intelligence {through SecureX threat response, also known as Clsco Threat Response), unifies
visibility across various Cisco and third party security products, enables automated workflows, and more. For
more information on SecureX, please see the SecureX Offer Description set forth in Exhibit 2 to Appendix A.

Applicability of Offer Description Sections to Products included In Umbrella Suite

Package - Applicable Sections of this Offer Description ]
Umbrelia for Education® 1,21,2.2,28,3,4,5

Umbrella Insizhts B 1,21,22,28,3,45 -

Umbrella Platform - 11,21,22,28,3,4,5 o

1, 2.1, 2.2, 2.3 (If purchasing the CDFW add-on), 2.5 {if purchaﬁng_ the

CDFW add-on), 2.6, 2.8,3,4,5

Umbrella SIG Essentials 1,21,22,24,25,28,3,4,5 -
Umbrella Investigate API* 1, 2.1, 2.2, 2.7 {if purchasing UMB-INV-CONSOLE-SP and/or UMB-INV-

| INT-API-SP} 2.8, 3, 4,5

Umbrella DNS Advangge

Your current subscription includes Umbrelta for Education and Umbrella Investigate APl. Products may be
changed or added at the discretion of Your Approved Source, subject to prior State of lllinois approvals and the
requirements and limitations of applicable laws, rules, and regulations, including but not limited to the lllinois
Procurement Code (30 ILCS 500) and the Hilinois Criminal Code {720 ILCS 5/33E-9).

2. Supplemental Terms and Conditions

.1
If You are an authorlzed Clsco service provider whose contract with Cisco authorizes You to utllize Cisco

cloud services on behalf of end customers, You may use the Cloud Sarvice only for the benefit of such end
customers.

EXCEPT AS PROVIDED [N THE AGREEMENT, CISCO DOES NOT MAKE ANY REPRESENTATIONS OR WARRANTIES
REGARDING ANY THIRD PARTY SYSTEM OR SERVICE TO WHICH A CLOUD SERVICE INTEGRATES OR TO ANY

CISCO PUBLIC INFORMATION, Clsco Umbrella Offer Description v7.1.docx
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ONGOING INTEGRATION SUPPORT. INTEGRATIONS MADE ACCESSIBLE TO YOU THAT ARE NOT A GENERALLY
AVAILABLE PRODUCT INCLUDED ON YOUR ORDER ARE PROVIDED ON AN “AS [S” BASIS.

(Cisoa el Ciotid Dufivered Firewsl! — ONE Speurily Add-On for Layesa 3 aad 4 ["COFW L4/a")
CDFW L3/4 Bandwidth:; CDFW L3/4 is licensed by megabits per second {"Mbps"} and the total amount of
Mbps that Your Approved Source is licensed to use is the "Subscribed Bandwldth." Cisco will
continuously measure usage of CDFW 1.3/4 throughout a given month by analyzing the previous thirty
{30) day period for peaks in Mbps on Your network. If at any time, Cisco determines that Your Approved
Source's 95th Percentile Bandwidth {defined below) has exceeded the Subscribed Bandwidth, Cisco
reserves the right to either throttle the bandwidth and/or work with Your Approved Source to determine
an approprlate remedy In accordance with Your Approved Source’s agreement with Cisco and/or the
Clsco Partner as applicable, including by way of example, Your reduction in usage to the purchased
quantity, or If that Is not feaslble, the purchase of additional license. To the extent Your Approved
Source determines that Your Approved Source need to increase the Subscribed Bandwidth, any
additional purchase shall be subject to a potential new procurement, prior State of lllinois approvals, and
the requirements and limitations of applicable laws, rules, and regulations, including but not [imited to

the Illinois Procurement Code (30 ILCS 500) and the lllinois Criminal Code (720 ILCS 5/33E-9).

The 95th Percentile Bandwidth is calculated by observing Your Mbps peaks over the course of thirty (30)
days, with the first thirty (30) day perlod beginning upon activation of the Cloud Service, and discarding
the top 5% of the Mbps peaks observed in that time frame. The next highest Mbps peak value after
discarding the top 5% Mbps peaks is Your “95th Percentile Bandwidth.” For example, Iif there are one
hundred {100) Mbps peaks observed, Cisco would discard the top five (5) Mbps peaks and the next highest
Mbps peak is Your 95% Percentile Bandwidth. So, if the highest six (6) Mbps peaks were measured as
22Mbps, 25Mbps, 28Mbps, 35Mbps, 27Mbps, and 24Mpbs for that thirty {30) day period, Your 95th
Percentile Bandwidth would be 22Mbps.

(%

The following use limitations apply in connection with Your use of Cisco Umbrella Secure Internet
Gateway Essentials and Clsco Umbrella Secure Internet Gateway SIG Essentials Add-On (collectively, “SIG
Essentlals”). ’

SIG Essentials is licensed based on the quantity of Covered Users and is subject to an Average Bandwidth
{as defined below) limit of 50 kilobits per second {"kbps”). “Covered Users” means the total number of
internet-connected individuals authorized to use the applicable Software or Cloud Service under
Your Approved Source’s agreement with Clsco and/or the Cisco Partner, as applicable.

Clsco will continuously measure Your Approved Source’s total usage of SIG Essentials throughout a rolling
thirty (30) day perlod to determine the Average Bandwidth. If at any time Cisco determines that the
Average Bandwidth has exceeded 50 kbps, then Your Approved must reduce the Average Bandwidth, or
Cisco may work with Your Approved Source to determine an appropriate remedy in accordance with Your
Approved Source’s agreement with Cisco and/or the Cisco Partner, as applicable, including by way of
example, a reduction In usage to the purchased quantlty or If that is not feasibfe Your Approved Source’s
purchase of additional licenses. To the extent Your Approved Source determines that Your Approved
Source needs to purchase additional licenses as required to reduce the Average Bandwldth to 50 kbps, any
such additional purchase shall be subject to a potential new procurement, prior State of Illinois approvals,
and the requirements and limitations of applicable laws, rules, and regulatlons, including but not limited
to the lllinols Procurement Code {30 ILCS 500) and the llfinois Criminal Code {720 ILCS 5/33E-9).

The formula for Average Bandwidth is:
Average Bandwidth = 95t Percentile Bandwidth / Number of Covered Users

The 95 Percentile Bandwidth Is calculated by: {i) observing total traffic samples under Your Approved Source
over the course of thirty

{30} days at éach Clsco Umbrella data center the traffic is sent to, (ii) discarding the top 5% of the traffic
samples at each such data center and taking the next highest traffic sample value {“Peak Value”}, and (Ili}

adding together the Peak Value for each data center. Trafflc samples for purposes of this calculation

CISCO PUBLIC INFORMATION, Cisco Umbrella Offer Description v7.1.docx
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include DNS traffic, secure web gateway (proxy) traffic and COFW traffic {Layer 3, Layer 4 and if applicable,

Layer 7).

For example, If the Peak Value at one data center is 1,000,000 kbps and the Peak Value at a second data
center Your traffic is sent to- is 10,000 kbps, the 95th Percentile Bandwidth is 1,000,000 + 10,000 =
1,010,000 kbps. The Average Bandwidth would be 1,010,000 kbps divided by the number of Covered Users
licensed under Your Approved Source’s subscription. If Your Approved Source has 25,000 users covered
by Your Approved Source’s subscription, then the Average per user Bandwidth for the menitored period
is 1,010,000 / 25,000 = 40.4 kbps,

Cloud Dejivar=d Firewaii and 5!G Essenti

In connection with Your use of Clsco Umbrella Cloud Dellvered Firewall and/or SIG Essentials, You will not
knowingly (and will not knowingly allow any third party to): (i} use the Cloud Service to run automated
querles to external websites; (I} use the Cloud Service to access websites or blocked services In violation
of applicable law and/or regulation; or {ill} use the Cloud Service for the purpose of Intentionally masking
Your identity in connectlon with the commission of unlawful activities or to otherwise avoid legal process.
Additionally, by using either of these Cloud Services, You acknowledge that in the event that Cisco receives
a third party demand letter or other legal inquiry with regards to alleged unlawful activity on Your network,
Cisco may disclose Your name to such third party solely as necessary to comply with legal processes, meet
national securlty requirements, or as otherwise required by applicable law.

- R R el AR e a e PR
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The following use limitatlons ap.ply in connection w;lth Your use of Cisco Umbrella DNS Security Essentials
and DNS Security Advantage {coliectively, “DNS Security”}).
DNS Security is licensed based on the quantity of Covered Users and Is subject to a Monthly DNS Query

Average {as defined below) limlt of three thousand ({3,000) DNS querles per User per day. Cisco will
continuously monitor Your usage of DNS Security on a monthly basis to determine

g

Your Monthiy DNS Query Average. If at any time Cisco determines that Monthly DNS Query Average under
Your Approved Source has exceeded three thousand (3,000) DNS queries per Covered User per day, then
Your Approved Source must reduce the Monthly DNS Query Average, or Cisco may work with. Your
Approved Source to determine an appropriate remedy in accordance with Your Approved Source’s
agreement with Cisco or Clsco Partner, as applicable, including by way of example, their reduction In usage
to the purchased quantity or if that Is not feasible Your Approved Source’s purchase of addItional licenses.
To the extent Your Approved Source determine(s) that Your Approved Source needs to purchase addltional
llcenses, any such additional purchase shall be subject to a potential new procurement, prior State of
lllinols approvals, and the requirements and {imltations of applicable laws, rules, and regulations, including
but not IImitéd to the lllinols Procurement Code {30 ILCS 500} and the Winols Criminal Code {720 ILCS

5/33E-9).

Monthly DNS Query Average = (number of DNS queries in applicable month / number of days in appiicable
month) / number of licensed Covered Users

For example, if Your Approved Source purchased licenses for 1,000 Covered Users and the Covered Users
submitted a total of 3,000,000 DNS querles in the prior 30-day month, the Monthly DNS Query Average is

asfollows:
(3,000,000 / 30) / 1,000 = 100

efoi v
Notwithstanding anything to the contrary in the Agreement, if. Your Approved Source purchased a Cisco
Umbrella Investigate for MSSP SKU labeled UMB-INV-CONSOLE-SP and/or UMB-INV-INT-API-SP
{collectively, “Investigate for MSSP”), You may use Investigate for MSSP as a tool to perform research and
generate reports for the benefit of Your third party customers solely as part of connectivity, management,
and/or administrative services You provide to Your third party customers.

Any co-branding of Investigate for MSSP by You shall be subject to the guidelines located here:
https://www.cisco.com/¢/dam/en/us/products/collateral/security/umbrella/umbrella-sps-co-branding-
guldelines.pdf and any additional intellectual property and trademark guidelines set forth in the

CISCO PUBLIC INFORMATION, Cisco Umbrella Offer Description v7.1.docx
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Agreement. For clarity, if You provide any research, data, or results generated from Your use of Investigate
for MSSP to Your third party customers, You must at all times credit Clsco as the source of such information

following the above guidelines.

Cisna-Mang Loy Morage

Certaln Clsco Umbrelta packages include the abllity to select Cisco-managed 53 storage or company-
managed storage {i.e. Your own storage) for DNS, proxy and event logs. Cisco-managed S3 log storage is
available with 7, 14 or 30 day retention options. If You require more than 30 days retentlon, You should
select company-managed storage or export the data from the Cisco-managed storage to Your company-
managed storage prior to the expiration of the retention period.

Service Level Agreement

For purposes of this Service Avallability Commitment, “Service” shall be defined as Cisco’s recursive DNS'service
and does not Include web-based user interfaces, conflguration systems or other data access or manipulation
methods. Clsco shall use commercially reasonable efforts to maintain Cisco Umbrella Service availability of
99.999% of each calendar month. Avallability will be calculated by dividing the total number of minutes of
Uptime (defined below) during the applicable calendar month by the total number of minutes In such month,
minus minutes of Clsco Umbrella Service Qutages (defined below} occurring due to scheduled maintenance and
attributable to Third.Party Actlons (defined below), and multiplylng that amount by 100. The formula for this
calculation is as follows:

Availability = (X, Y) x 100
X= Total # of minutes of Uptime during calendar month

Y= (Total # of minutes In such calendar month) - (Total # of minutes of Outages from scheduled
maintenance and Third Party Actions)

For the purposes of this calculation, (i} an “Outage” means Cisco Umbrella is completely unreachable when Your
Internet connecticn is working correctly, {ii) “Uptime” means the number of minutes where there were no Clsco
Umbrella Service Outages, excluding Outages for scheduled maintenance and Third Party Actions, and (lii) “Third
Party Actlon” means any action beyond Cisco’s reasonable control and not caused by Cisco, including, without
limitation, the performance of Internet networks controlled by other companles or traffic exchange points that
are controlled by other companies, labor strikes or shortages, riots, insurrection, fires, flood, storm, explosions,
acts of God, war, terrorlsm, govemmental action, labor conditions, earthquakes and material shortages. If a
dispute arises about whether or not an Outage occurred, Cisco and You shall work together to make a
determination in good falth based on system logs, monltoring reperts, and configuration records, Cisco shall not
be responsible for any Cisco Umbrella Outages arlsing out of Third Party Actions.

Data Protection

Cisco’s data protection obligations are set forth In the Agreement and in Your Approved Source’s agreement
with Cisco. The Cisco Umbrella, Cisco Threat Response, and Cisco SecureX Privacy Data Sheets (available at
https://trustportal.cisco.com, and copies of which are attached hereto) describe the Personal Data that Cisco
collects and processes as part of the delivery of the Cloud Services. Additionally, Cisco Umbrella Insights, Clsco
Umbrella Platform, Clsco Umbrella Secure Internet Gateway (SIG) Essentials, Cisco Umbreila DNS Security
Advantage, and Clsco Umbrella Secure Internet Gateway (SIG) Essentlals Add-on package(s) leverage(s} the Clsco
Advanced Malware Protection (AMP) Ecosystem. Please see the AMP Ecosystem Privacy Data Sheet {attached
hereto © and avallable at: https://trustportal.cisco.com/c/r/ctp/trust-
portal.html?search_keyword=AMP#/pdfViewer/c%2Fdam%2Fr¥%2Fctp%2Fdocs%2Fprivacydatasheet%2Fsecuri .
ty%2Fclsco-orbital-advanced-search-privacy-data-sheet.pdf). For further details on how Cisco processes, uses
and protects all categories of data, please visit Cisco’s Security and Trust Center |

a
. httgs:[[www.clsco.com[;[gn[us[abog;_l_;rggt-center[sy;;gmg—informa;lgn.html. For the avoidance of doubt, the

information contalned at https://www.cisco.com/c/en/us/about/trust-center/systems-information.html and in
the Privacy Data Sheets (including any information In other weblirks associated with or contained within the
Privacy Data Sheets) is not intended to impose any additional obligations on You or Your Approved Source. To

the extent that h;;gs:[[www.c];gg.com[g[en[us[abou;[trusg-gg nter/systems-information.html or the Privacy

CISCO PUBLIC INFORMATION, Cisco Umbrella Offer Description v7.1.docx
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Data Sheets {Including any weblinks associated with or contained within the Privacy Data sheets) contain
content that purports to Impose obligations on You or Your Approved Source, such language Is not binding on
or applicable to You or Your Approved Source. The Privacy Data Sheet provides the process for You to request

deletion of data.
5. Support & Maintenance

5.1. Technicai Support
Cisco Umbrella services purchased under Your Approved Source’s Securlty Choice Enterprise Agreement
include online support and phone support at the Enhanced Level set forth below, Cisco will respond as set
forth in the table below and may require information from You to resolve service Issues. You agree to
provide the information reasonably requested and understand that a delay in providing the information
to Cisco may delay resolution and response time.

Phone Support provides Cisco Technical Assistance Center (“TAC”) access 24 hours per day, 7 days per week
to assist by telephone, or web case submission and online tools with use and troubleshooting issues.

You will also have access to Cisco.com, which provides helpful technical and general Information about
Cisco products, as well as access to Cisco's on-line knowledge base and forums. Please note that access
restrictions identified by Cisco from time to time may apply.

The below table outlines Cisco’s response objectives based on case severity. Cisco may adjust assigned
case severity to align with the Severity definitions below.

Rasponsa Time Ubjective for
Case Severity 3ord

Response Time Objective for
Case Severity 1 or 2

Technical Support
Coverage

Software Support
Senvice

Enhanced 24x7 via Phone & Web Response within 30 minutes | Response within 2 hours

The following definitions apply to this Section.

Response time means the time between case submission in the case management system to-support éngineer
contact.

Severity 1 means the service Is unavallable or down or there is a critical impact to a significant Impact to case
submitter's business operation. Case submitter and Cisco will work in good falth to resolve the situation which
may include committing full-time resources as applicable. For avoidance of doubt, the IT representative from
each K-12 school may be a case submitter.

Severity 2 means the service Is degraded or significant aspects of case submitter’s business operation ‘are .
negatively Impacted by unacceptable software performance. Case submitter and Clsco will work in good faith
to resolve the situation which may include committing full-time resources during Standard Business Hours as

applicable.

Severity 3 means the service Is impaired, although most business operations remain functional. Case submitter
and Cisco will work in good faith to resolve the situation which may include committing full-time resources
during Standard Business Hours as applicable.

Severity 4 means minor Intermittent functionality or.performance Issue with the service, or information is
required, as applicable. There Is little or no Impact to case submitter’s business operation. Case submitter and
Cisco both are willing.to work In good faith to provide resources during Standard Business Hours to provide
assistance or information as requested.

Business Day means the generally accepted days of operation per week within the relevant region where the
Cloud Services wil be performed, excluding local holidays as observed by Clsco and case submitter.

CISCO PUBLIC INFORMATION, Cisco Umbrella Offer Description v7.1.docx
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Standard Buslness Hours means Central European Time for support provided in Europe, Middle East and Africa,
Australia’s Eastern Standard Time for support provided in Australia, Japan’s Standard Time for support provided
in Japan and Pacific Standard Time for support provided in all other locations.

CISCO PUBLIC INFORMATION, Clsco Umbrella Offer Description v7.1.docx
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Exhibit 2 to Appendix A
Offer Description: Cisco SecureX
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Offer Description (the "bffgr Description”) describes Cisco SecureX, a cloud feature included with most Cisco

security products {the “Cloud Service” or “SecureX”). Your use of Cisco SecureX Is governed by this Offer Description

and

the Cisco End User License Agreement between You and Cisco (the “Agreement”, set forth in Appendix A).

Capitalized terms used in this Offer Description and not otherwise defined herein have the meaning given to themn the
Agreement.

1

Description

SecureX is a cloud-based feature avallable through many of Cisco’s security products which consists of several
functional elements. SecureX threat response, also known as Clsco Threat Response (CTR), acts as an aggregator
of threat intelligence collected or generated by the applicabie Cisco security products, as well as available third-
party products selected by a customer, SecureX orchestration enables design and automatlon of workflows
involving Cisco and third-party products. The SecureX dashboard makes it possible to visualize key security
metrics and trends using data provided by platform products in a single location. SecureX ribbon provides users
with access to important notifications, data, and product functionality while users navigate between supporting
Cisco products.

Supplemental Terims and Conditions

EXCEPT AS PROVIDED IN THE AGREEMENT, CISCO DOES NOT MAKE ANY REPRESENTATIONS OR
WARRANTIES REGARDING ANY THIRD PARTY SYSTEM OR SERVICE TO WHICH A CLOUD SERVICE
INTEGRATES OR TO ANY ONGOING INTEGRATION SUPPORT. INTEGRATIONS MADE ACCESSIBLE TO YOU
THAT ARE NOT A GENERALLY AVAILABLE PRODUCT INCLUDED ON YOUR ORDER ARE PROVIDED ON AN “AS

1S” BASIS. SECUREX ORCHESTRATION ENABLES CUSTOMERS TO PROGRAM AUTOMATED WORKFLOWS.

CUSTOMERS ARE RESPONSIBLE FOR ENSURING THAT WORKFLOWS ARE PROGRAMMED CAREFULLY, IN
ACCORDANCE WITH THE TECHNICAL DOCUMENTATION SUPPLIED BY CISCO AND WITH CONSIDERATION
FOR HOW THAT WORKFLOW MIGHT OPERATE UNDER POTENTIAL DIFFERING CIRCUMSTANCES. CISCO
RECOMMENDS ALL WORKFLOWS BE TESTED IN A NON-PRODUCTION ENVIRONMENT PRICR TO
IMPLEMENTATION !N PRODUCTION.

Data Protection

The Cisco SecureX, Cisco SecureX Sign-On, and Cisco SecureX threat response Privacy Data Sheet(s) describe the
Personal Data that Cisco collects and processes as part of the delivery of SecureX. For further details on how
Cisco processes, uses and protects all categories of data, please visit Cisco’s Security and Trust Center located at
https://www.cisco.com/c/en/us/about/trust-center/systems-Information.html. For the avoidance of doubt, the
information contalned at https://www.cisco.co en/us/about/trust-center/systems-information.htm| and in
the Privacy Data Sheets (including any information in other weblinks assoclated with or contained within the
Privacy Data Sheets} is not intended to impose any additional obligations on You or Your Approved Source. To
the extent that https://www.clsco.com/c/en/us/about/trusi-center/systems-information.html or the Privacy
Data Sheets (including any weblinks associated with or contalned within the Privacy Data sheets) contaln
content that purports to Impose obligations on You or Your Approved Source, such language is not binding on
or applicable to You or Your Approved Source.

Support & Maintenance

SecureX Is a cloud-based feature available through most of Cisco’s security products and support for SecureX [s
inciuded with the applicable support service covering such products.

CISCO PUBLIC INFORMATION, Cisco SecureX Offer Description.docx



Appendix B

Network Security Management

DolT is continually working to secure the ICN and protect the ICN from cybersecurity threats and vulnerabilities.
These efforts include securing the interconnect points between the ICN and Customer, vulnerability scanning, and
monitoring network traffic for potential securlty vulnerabilities and malicious activity ("DolT Security Services”). A
security threat to the ICN may result from a security attack on the Customer network (for example, an attack on an
internet protocol (“IP*) address used by a Customer). Thus, DolT prevention and mitigation of security attacks may
also prevent and mitigate certain security attacks on Customer’s network.

DolT operates a Security Operations Center (“SOC”) that has capébllity to monitor network traffic for potential
security vulnerabliities and maliclous activity, and that can further provide security consulting and testing

services.

Customer hereby acknowledges and agrees to the following provisions:

11

1.2

13

14

15

16

17

DolT may provide Customer certain security services that Include auto distributed denial of service protection,
firewall, Intrusion detection, vulnerability scanning (“Customer Securlty Services") to prevent and mitigate
security attacks on Customer’s network.

During the operation of DolT Security Services or Customer Securlty Services, DolT may have access to cyber
activity data, including but not limited to source and destination IP addresses.

‘DolT's Security Operations Center may monitor Customer’s traffic for any malicious activity. “Maliclous

activity” may include any computer code, [P address, or website that can cause damage or avirusto a
computer or system.

DolT may conduct real-time monitoring and analysis of source and destination IP addresses and header
information, as well as potential areas in Customer’s external facing systems that are vulnerable to
compromise or attack. in doing so, DolT may identify and Investigate potential cyber threats to Customer,

In the event that DolT detects any vulnerabllities or mallclous activity in Customer’s data, DoIT may use best
efforts to alert Customer as soon as reasonably practicable. -

Customer agrees to cooperate with DolT to prevent and mitigate security attacks on both the Customer
network and on the ICN.

Customer Security Services or DolT Security Services, including any alerts, information, findings,
recommendations, reports, results, or conclusions, are provided on an “as Is” basis with no warranties or
representations of any kind. DolT makes no warranty, express or implled, that all security threats and
vulnerabilities will be detected or that the Customer Security Services or DolT Security Services themselves
will render Customer’s network and systems-safe from malicious code, intrusions, or other security breaches.
Outside of provisions identified in the SLA (see Member Service Agreement, Article 1, Section 1.2), DolT shall
have no liability for damages or costs that may be caused by Customer Security Services or DolT Security
Services, for any Intrusions by any third party, for any Interruptions in service that may occur, or for any
damage to Customer data or devices that may result, and DolT shall not be responsible for failure to identify,
prevent, remedy, or cure malicious activity that may cause damage to Customer’s computers or systems.

DolT Master Service Agreément v3.0
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AGENDA ITEM #IX-D-2
NOVEMBER 2, 2021
HIGHLAND COMMUNITY COLLEGE BOARD

PAYMENT OF BILLS AND AGENCY FUND REPORT
SEPTEMBER 2021

RECOMMENDATION OF THE PRESIDENT: It is recommended that the Highland
Community College Board approves the following Resolution for the payment of the
September 2021 bills, including Board travel.

RESOLUTION: Resolved that Jill Janssen, Treasurer, be and she is hereby authorized and
directed to make payments or transfers of funds as reflected by warrants 348405 through 348831
amounting to $1,053,325.53, Automated Clearing House (ACH) debits W0000622 amounting to
$26,542.93, and Electronic Refunds of $30,265.56, with 19 adjustments of $14,902.21 such
warrants amounting to $1,095,231.81. Transfers of funds for payroll amounted to $573,390.75.

Automated Clearing House (ACH) debits are Fifth Third Bank in the amount of $26,542.93.
Electronic Refunds are issued to students.

BOARD ACTION:
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US BANK
FIFTH THIRD
UNION LOAN AND SAVINGS

TOTAL ASSETS

1010 HCC ORCHESTRA
1011 TRANSFER FUNDS

1012 FORENSICS SCHOLAR
1013 INTEREST ON INVEST.
1014 TRUSTS AND AGENCIES
1015 CARD FUND

1016 DIST #145 ROAD AND LOT
1017 HCC ROAD AND LOT

1018 YMCA ROAD AND LOT
1019 YMCA BLDG/MAINT

1020 HCC BLDG/MAINT

1021 YMCA/HCC INTEREST
1022 HCC SECTION 125 PLAN
1023 Ie3SP CAREER SERVICES

TOTAL

HIGHLAND COMMUNITY COLLEGE

AGENCY FUND

Balance Sheet, September 30, 2021
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PREVIOUS
BALANCE RECEIPTS DISBURSEMENTS BALANCE
$298,061.03 $916.68 §16,594.49 $282,383.22
31,612.25 0.00 0.00 31,612.25
176,020.49 0.00 0.00 176,020.49
$505,693.77 $916.68 $16,594.49 $490,015.96
§0.00 $0.00
0.00 0.00
66,976.06 1,771.20 65,204.86
' 99,553.01 1,771.20 97,781.81
89,552.38 916.68 1,771.20 88,697.86
37,493.78 37,493.78
68,972.13 68,972.13
100,253.27 100,253.27
31,612.25 31,612.25
11,280.89 11,280.89 0.00
$505,693.77 $916.68 $16,594.49 $490,015.96
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AGENDA ITEM #X-A
NOVEMBER 2, 2021
HIGHLAND COMMUNITY COLLEGE BOARD
FY22

TREASURER’S REPORT
STATEMENTS OF REVENUE. EXPENDITURES. AND
CHANGES IN FUND BALANCE

e As of September 30%, we are 25% of the way into FY22.

The FY22 reports have been updated to include the permanent budget amounts.

Local tax payments have been received from the County Treasurers’ offices, as reflected
in the “local taxes” line items in the funds for which we levy.

Current Results as of Month End: The following chart shows the comparison of the
FY21 Operating Funds tuition revenue results to FY22 results as of September 30", The
FY21 bar is the year-to-date results as of September 30, 2020, divided by the actual year
end results for FY21. The FY22 bar is the year-to-date results for September 30, 2021,
divided by the annual budgeted amount for FY22.

Operating Fund Tuition as of 9/30

aOFy21 l
OFy22
|

0% 50% 100%

e Operating Funds tuition revenue appears to be right on budget.
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Bookstore Sales as of 9/30
oFva1 ' : I ‘ ‘
|

aFy22

o Bookstore sales appear to be about 5% lower than anticipated at this point in time. If
bookstore sales are 5% lower than budgeted for the fiscal year, that amounts to $22,500.

Auxiliary Fund Tuition as of 9/30 ‘

(m] 2% 7 S — 1
oFY22 | |

0% 50% 100% ‘

e Auxiliary Fund tuition revenue appears to be about 2% below the amount anticipated at
this point in time. If Auxiliary Fund tuition revenue is 2% lower than budgeted for the
fiscal year, that amounts to $10,000.
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AGENDA ITEM #X-A
NOVEMBER 2, 2021
HIGHLAND COMMUNITY COLLEGE
FY22

OPERATING FUNDS (EDUCATIONAL AND OPER. & MAINT. FUNDS COMBINED)
Statement of Revenue, Expenditures, & Changes in Fund Balance
For the Period Ended September 30, 2021

Year-

REVENUE: Budget to-Date Percent
Local Taxes - $6,770,780 $2,531,214 37.4%
Credit Hour Grants 1,232,526 330,981 26.9%
Equalization 50,000 12,500 25.0%
ICCB Career/Tech Education 128,361 65,502 51.0%
ICCB Performance - - 0.0%
CPP Replacement Tax 625,000 14,289 2.3%
Federal Sources 55,000 14,700 26.7%
Tuition & Fees 4,410,000 2,355,654 53.4%
Sales & Services 27,150 5,255 19.4%
Facilities Revenue 111,550 25,407 22.8%
Interest on Investments 7,000 203 2.9%
Non-Govt. Gifts, Grants 300,000 - 0.0%
Miscellaneous 44,626 10,593 23.7%

Total Revenue $13,761,993 $5,366,298 39.0%

EXPENDITURES:

Salaries $9,699,734 $2,013,857 20.8%
Employee Benefits 2,312,285 833,038 36.0%
Contractual Services 865,583 361,189 41.7%
Materials & Supplies 866,357 315,105 36.4%
Conference & Meeting 252,197 27,512 10.9%
Fixed Charges 59,700 36,528 61.2%
Utilities 659,325 639,166 96.9%
Capital Outlay 49,225 26,216 100.0%
Other Expenditures 142,356 138,696 97.4%
Federal Relief Lost Revenue (988,531) - 0.0%
Transfers (In) Out (156,238) - 0.0%

Total Expenditures $13,761,993 $4,391,307 31.9%

Excess of Revenues

Over Expenditures $0 $974,991
Fund Balance 7/1/21 5,734,337 5,734,337
Fund Balance 9/30/21 $5,734,337 $6,709,328
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AGENDA ITEM #X-A
NOVEMBER 2, 2021
HIGHLAND COMMUNITY COLLEGE BOARD
FY22

OPERATIONS AND MAINTENANCE FUND (RESTRICTED)
Statement of Revenue, Expenditures, & Changes_ in Fund Balance

REVENUE:

For the Period Ended September 30, 2021

Local Taxes
Interest

Total Revenue

EXPENDITURES:

Contractual Services
Materials & Supplies
Capital Outlay

Total Expenditures

Excess of Revenues
Over Expenditures

Fund Balance 7/1/21

Fund Balance 9/30/21

Year
Budget to-Date Percent
$921,000 $344,745 37.4%
- 10 " 100.0%
$921,000 $344,755 100.0%
182,800 - 0.0%
- 128 100.0%
4,798,078 1,212,401 25.3%
$4,980,878  $1,212,529 24.3%
($4,059,878)  ($867.774)
$4,725,092  $4,725,092
$665,214  $3,857,318



AGENDA ITEM #X-A

NOVEMBER 2, 2021
HIGHLAND COMMUNITY COLLEGE BOARD

FY22

AUXILIARY ENTERPRISE FUND
Statement of Revenue, Expenditures, & Changes in Fund Balance
For the Period Ended September 30, 2021

REVENUE:

, Tuition and Fees
Bookstore Sales
Athletics
Other

Total Revenue

EXPENDITURES:

Salaries

Employee Benefits
Contractual Services
Materials & Supplies
Conference & Meeting
Fixed Charges

Utilities

Capital Outlay

Other Expenditures
Federal Relief Lost Revenue
Transfers

Total Expenditures

Excess of Revenues
Over Expenditures

Fund Balance 7/1/21

Fund Balance 9/30/21

Year
Budget to-Date Percent

$478,000 $254,997 53.3%
450,000 217,225 48.3%
41,040 3,852 9.4%
123,166 18,427 15.0%
$1,092,206 $494,501 45.3%
$322,217 $58,138 18.0%
33,313 8,310 24.9%
62,984 19,003 20.5%
611,419 253,221 41.4%
311,963 35,417 11.4%
14,109 1,250 8.9%
600 600 100.0%
32,265 40,456 125.4%
25,738 5,677 22.1%
(413,108) 0 ¢.0%
{64,000) - 0.0%
$967,500 $422,162 43.6%

$124,706 $72,339

$1,129,535  $1,129,535

$1,254,241  $1,201,874
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AGENDA ITEM #X-A
NOVEMBER 2, 2021
HIGHLAND COMMUNITY COLLEGE BOARD

FY22

RESTRICTED PURPOSE FUND
Statement of Revenue, Expenditures, & Changes in Fund Balance
For the Period Ended September 30, 2021

REVENUE:
Vocational Education
Adult Education
Other Illinois Sources
Department of Education
Other Federal Sources
Tuition & Fees
Sales & Service Fees
Interest
Non-govt. Gifts, Grants
Other

Total Revenue

EXPENDITURES:
Salaries

Employee Benefits
Contractual Services
Materials & Supplies
Conference & Meeting
Fixed Charges
Utilities

Capital Outlay

Other Expenditures
Federal Relief Lost Revenne
Financial Aid
Transfers qut (in)

Total Expenditures
Excess of Expenditures Over Revenue
Fund Balance 7/1/21

Fund Balance 9/30/21

Budget Year-to-Date Percent
$140,056 $0 0.0%
229,950 - 0.0%
131,865 75,938 57.6%
7,840,258 690 0.0%
49,684 - 0.0%
592,000 311,663 52.6%
20,000 34 6.2%
19,346 - 0.0%
891,319 100 0.0%
298,726 97,760 32. 7%
$10,213,204 486,185 4.8%
$1,180,551 $310,109 26.3%
270,047 72,108 26.7%
755,993 195,984 25.9%
255,853 97,855 38.2%
121,038 40,534 33.5%
26,758 1,294 4.8%
4,152 - 0.0%
815,170 398,066 48.8%
1,811,103 106,836 5.9%
- (137,651) - 0.0%
*4,711,745 196,909 4.2%
180,438 - 0.0%
$9,995,197  $1,419,695 14.2%
$218,007 ($933,510)
877,588 877,588
$1,095,595 ($55,922)
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AGENDA ITEM #X-A
NOVEMBER 2, 2021

HIGHLAND COMMUNITY COLLEGE BOARD

FY22
AUDIT FUND

Statement of Revenue, Expenditures, & Changes in Fund Balance
For the Period Ended September 30, 2021

REVENUE:

Local Taxes

Total Revenue

EXPENDITURES:

Contractual Services.
Total Expenditures

Excess of Revenues
Over Expenditures

Fund Balance 7/1/21

Fund Balance 9/30/21

Year
Budget to-Date Percent
$49,000 $17,326 35.4%
$49,000 $17,326 35.4%
$49,000 $27,000 55.1%
$49,000 $27,000 55.1%
$0 (89,674)
$861 $861
$861 ($8,813)
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AGENDA ITEM #X-A
NOVEMBRBER 2, 2021

HIGHLAND COMMUNITY COLLEGE BOARD

FY22

BOND AND INTEREST FUND

Statement of Revenue, Expenditures, & Changes in Fund Balance
For the Period Ended September 30, 2021

REVENUE:

Local Taxes

Total Revenue

EXPENDITURES:

Fixed Charges
Total Expenditures

Excess of Revenues
Over Expenditures

Fund Balance 7/1/21

Fund Balance 9/30/21

Year
Budget to-Date Percent
$1,803,550  $676,299 37.5%
$1,803,550 $676,299 37.5%
$1,753,550 $0 0.0%
$1,753,550 $0 0.0%
$50,000 $676,299
$816,153 $816,153
$866,153  $1,492,452
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AGENDAITEM #X-A
NOVEMBER 2, 2021

HIGHLAND COMMUNITY COLLEGE BOARD

LIABILITY, PROTECTION, AND SETTLEMENT FUND

FY22

Statement of Revenue, Expenditures, & Changes in Fund Balance
For the Period Ended September 30, 2021

REVENUE:

Local Taxes

Total Revenue

EXPENDITURES:

Salaries

Employee Benefits
Contractual Services
Materials & Supplies
Conference & Meetings
Fixed Charges

Utilities

Total Expenditures

Excess of Revenues
Over Expenditures

Fund Balance 7/1/21

Fund Balance 9/30/21

Year
Budget to-Date Percent
$1,225,000 $448,346 36.6%
$1,225,000 $448,346 36.6%
$330,801 $71,881 21.7%
312,950 101,822 32.5%
387,425 63,145 16.3%
9,100 - 0.0%
15,974 - 0.0%
207,374 218,063 105.2%
4,000 1,600 40.0%
$1,267,624 $456,511 36.0%
($42,624) ($8,165)
$363,135 $363,135
$320,511 $354,970
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